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Abstract—Trust-based collaborative filtering methods exploit
trust information to alleviate cold-start and data sparsity prob-
lems and improve recommendation performance. Instead of
modeling trust itself, most existing approaches rely on trust
connections sourced from online social networking platforms.
Typically, users engage with products on rating platforms and
interact with friends on social networking platforms, exhibit-
ing distinct behavior patterns. Therefore, simply aggregating
information and misinterpreting user preferences may lead to
information misuse and recommendation bias. To overcome
these limitations, this paper introduces three trust measurement
models to capture and quantify trust relationships directly from
user-provided ratings. Utilizing the trust-weighted scheme, we
propose a hybrid collaborative filtering approach called Trust
Weighted Collaborative Filtering (TWCF). Experiments on three
real-world datasets show that the trust information extracted
from rating data and the trust-weighted scheme can significantly
improve the performance of original neighborhood collaborative
filtering. TWCF achieves an average improvement of 7.12% in
prediction accuracy over the trust-based collaborative filtering
baselines. Furthermore, the interpretability and scalability of
TWCF provide opportunities for further improvement by in-
corporating more appropriate trust measurement models.

Index Terms—trust, trust models, social networks, collabora-
tive filtering, recommendation

I. INTRODUCTION

Nowadays, people tend to rely on online social networks and
online community applications for daily social interactions.
Online community applications have simplified how users par-
ticipate online and removed the restrictions on when and where
users can create and share content. However, with the rapid
growth of online content, users are often overwhelmed by
the sheer volume of information. Fortunately, trust models are
emerging as valuable tools for measuring the trustworthiness
of online entities and content. Trust models help filter out low-
quality or unreliable sources and provide users with relevant,
high-quality information [1], [2]. Trust models add a layer
of accountability and quality control, improving the reliability
and quality of online systems.

Collaborative filtering (CF) is a well-known recommenda-
tion algorithm [3], [4]. It leverages the power of collaboration
to predict unknown ratings and make recommendations. Tra-
ditional collaborative filtering suffer from two inherent prob-
lems: data sparsity and cold start. Trust-based collaborative
filtering methods exploit trust information to alleviate these
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two problems and improve recommendation performance [5],
[6]. However, it also brings some problems. One problem
is that these methods directly use trust information from
online social network platforms for product recommendations.
Generally, users interact with products on rating platforms
rather than with social friends on social networking platforms.
Hence, simply aggregating information and misreading user
preferences may lead to information misuse and recommenda-
tion bias. Another problem is the modeling and representation
of online trust relationships. Existing trust-based collaborative
filtering methods represent trust relationships as simple binary
values, which cannot reflect the essence of trust relationships.
In this paper, we detail our efforts to define, measure, and
quantify trust in collaborative filtering. We use numerical
values to represent different levels of trust between entities.

In summary, this paper focuses on the quantitative modeling
of trust in collaborative filtering. Trust measurement models
are proposed to calculate the trust relationship between entities
(users/items) based on the ratings provided by users. The
calculated trust scores are then used as weights to distinguish
the influence of neighbor preferences in the rating prediction
process of collaborative filtering. The main contributions of
this paper are as follows:

o We introduce three trust measurement models to cap-
ture and quantify trust relationships directly from user-
provided ratings.

e We propose a hybrid collaborative filtering approach
named Trust Weighted Collaborative Filtering (TWCEF).

e We conduct empirical experiments on three real-world
datasets to compare TWCF with collaborative filtering
baselines. Experiments show that the trust information
extracted from rating data and the trust-weighted scheme
can significantly improve the performance of original
neighborhood collaborative filtering.

« Relying solely on user-provided ratings, TWCF achieves
an average improvement of 7.12% compared to the
trust-based collaborative filtering baselines. Minimal data
collection requirements make TWCF adaptable to wider
applications across various datasets and scenarios.

The rest of the paper is organized as follows. Section
IT provides an overview of recent research related to our



work, and Section III describes the motivations. Section IV
presents the structure of the proposed TWCF approach. The
empirical experimental details are explained in Section V.
Finally, Section VI discusses the experimental results and
findings, and Section VII concludes the paper.

II. RELATED WORK

Online Trust Quantification Modeling. Numerous trust
models have been developed and put into practice to depict and
quantify trust in online social networks [7]-[9]. In reputation-
based trust models, trust is derived from user reputation scores,
which are accumulated through past interactions and behaviors
[7]. The TrustRank algorithm [10] was adapted from the
PageRank algorithm [11] to measure trust. By propagating
trust from a small set of trusted nodes, TrustRank can help
identify and prioritize trustworthy nodes in online social
networks. In addition, subjective logic and fuzzy logic deal
with the uncertainty and ambiguity of trust relationships [12],
[13]. In subjective logic trust models [12], [14], [15], trust is
represented as a belief function that combines evidence from
different sources. Probability-based trust models [12], [16],
[17] provide a numerical representation of trust, making it
easier to compare or aggregate trust values across interactions.
However, many existing trust quantification models fail to
demonstrate their effectiveness in real-world applications or
show how much they can improve the reliability and quality
of online systems.

Trust-based Collaborative Filtering. Collaborative filter-
ing is a popular recommendation method that recommends
items to users based on the preferences of similar users. Trust-
based collaborative filtering leverages trust information to
alleviate data sparsity and cold start problems and improve rec-
ommendation performance [6], [18]-[20]. Existing trust-based
collaborative filtering methods require additional trust-related
social information to work, which limits their application in
practice [5], [6], [21], [22]. In addition, ITRA [23] performed
implicit trust computation based on a pre-assumed trust con-
nection graph. SICF [19] improved collaborative filtering by
identifying hidden correlations between users through social
influence propagation. Shen et al. [18] utilized reputation mea-
surement models to enhance collaborative filtering, but only
considered user-based reputation. AgreeRelTrust [24] relies
on user agreement to infer trust, while facing the challenge
of computational inefficiency. NSCR [25] integrated user-
item interactions and user-user connections to improve recom-
mendation performance but requires complex data collection
requirements. Deep learning-based collaborative filtering has
achieved excellent performance, but has problems in model
interpretability and computational cost [26]-[28]. In this paper,
we present our efforts to define, measure, and quantify trust
within the context of collaborative filtering. Our approach
relies solely on user-provided ratings to calculate the trust
relationships between entities (users/items). Furthermore, we
incorporate the calculated trust scores as weights in the aggre-

gation and rating prediction process to improve collaborative
filtering.

ITI. MOTIVATIONS
A. Shortcomings of Similarity-Based Collaborative Filtering

Similarity-based collaborative filtering methods suffer from
several shortcomings. First, similarity-based collaborative fil-
tering methods rely on common ratings. However, the user-
item rating matrix is usually sparse. When common ratings
are limited due to data sparsity, the similarity measures
cannot capture the relationships between entities. Second,
the “information cocoon” problem. Similarity measure is too
uniform and simplistic to be the only criterion for identify-
ing nearest neighbors. Similarity-based collaborative filtering
methods tend to emphasize items similar to those the user has
previously engaged with, which may lead to limited diversity
and fewer unexpected recommendations. Third, the curse of
dimensionality phenomenon. In high-dimensional space, the
distances between all points become similar, making it chal-
lenging to distinguish between “near” and “distant” data points
or to identify “nearest neighbors”. Even worse, as the number
of users and items grows, the computational complexity of
similarity calculation rises dramatically.

B. Problems with Existing Trust-based Collaborative Filtering

User-Item Graph
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Fig. 1: Users engage with products on rating platforms and
interact with friends on social networking platforms, exhibiting
distinct behavior patterns [29].

Existing trust-based collaborative filtering methods lever-
age trust connections from user social networks to improve
performance, but this also introduces various problems. The
main problem stems from the fact that the user behavior
patterns in the social graph and the user-item graph are
completely different (Figure 1). For example, suppose a user is
connected to another user through a mutual friend on a social
network. Despite the connection, these users are unlikely to
highly trust or rely on each other’s opinions when deciding
to purchase products with similar features. Therefore, simply
combining information and misinterpreting user preferences
may introduce information bias. Nonetheless, most existing
“trust-based” collaborative filtering methods directly aggregate
these two graphs without further transformation. Another prob-
lem is the modeling and representation of trust relationships
in collaborative filtering. Existing approaches represent trust
relationships as binary values and treat all trust relationships
equally. However, the reality is that social networks are full of



complexities and varying levels of connection strength. They
used the concept of trust but did not model trust itself, nor
did they delve into the role that trust modeling could play in
collaborative filtering.

C. Calculated Trust Scores as Ranking Criteria

The main idea is to use self-computed trust scores as ranking
criteria for collaborative filtering and recommend items based
on the target user’s trusted neighbors. Utilizing self-computed
trust scores as ranking criteria can provide benefits such as
improved recommendation accuracy and enhanced resilience
against attacks. First, trust scores are calculated directly from
user-provided ratings, eliminating bias in the trust information.
These calculated trust scores are then used as weights when
aggregating the preferences of trusted neighbors, resulting
in more personalized and relevant recommendations. Second,
trust models enable the system to identify users who may
be untrustworthy or engaged in malicious activities, thereby
improving its resistance to shilling attacks, where fraudulent or
biased ratings are generated to manipulate recommendations.

IV. TRUST WEIGHTED COLLABORATIVE FILTERING

This section introduces the structure and each component of
the proposed Trust Weighted Collaborative Filtering (TWCF)
approach. As shown in Figure 2, the data input is a raw user-
item m x n rating matrix Ry,xn = [rui], where m is the
number of users and n is the number of items. Therefrom,
let I denote the given set of items and U denote the given
set of users. The preferences of user u are denoted as an n-
dimensional vector I,,, where the k-th entry r,; is the rating
of user u on item 7, or null if user w has not rated the item.
Correspondingly, the m-dimensional vector U; represents the
rating vector of item . The k-th entry r;; indicates the rating
of item 7 given by user wug, or null if there is none. TWCF
has two main modules as parallel structures: user-based trust-
weighted rating prediction and item-based trust-weighted rat-
ing prediction [30]. Each module comprises three main stages:
trust measures computation, trusted nearest neighbors selec-
tion, and hybrid trust-weighted rating prediction. As output,
TWCF generates a predicted user-item rating matrix Rouxn
for recommendation purposes. In the following subsections,
we will introduce these stages sequentially.

A. Trust Entropy Measure

Although users are asked to rate on the same rating scale,
each user has a unique interpretation of the rating scale
and expresses their preferences in different ways. The rating
distribution of users can reflect their rating preferences. For
example, one user might assign different ratings with equal
probability (uniform distribution), while another user might
consistently favor specific ratings more frequently (Gaussian
distribution). Moreover, some users are easily satisfied and
frequently assign ratings of 4 or 5, while others are more
critical, often favoring ratings of 1 or 2. The information
conveyed through ratings may vary depending on how users
interpret and perceive the rating scale.

Shannon entropy [31] quantifies the uncertainty or unpre-
dictability of a random variable and measures the amount of
information contained in its distribution. Based on Shannon
entropy, Jensen-Shannon divergence Djs(P, Q) [32] measures
the distance between two probability distributions, P =

{p1---pp}and Q@ = {q1---q,}, in a statistical way,
P+Q 1 1
—=SP)—=5 1
)= 5S(P)-55@) ()
where S(P) = — >0 pilnp; and S(Q) = — > L, qilng;.
Thence, we use the Jensen-Shannon distance to calculate
the difference in rating distribution between two entities

(users/items), and Distj; = /Djs(P, Q).

1) User-based Trust Computation:

The Trust Entropy measure is calculated between two users
u and v. The preference of user u is denoted as I,,, which is
the set of items that user u has rated. Similarly, the preference
of user v is denoted as I,. The entropy value of user u is
calculated as S(U) = — 3 prlnp,, where p, = ]1\\,7—;, Py is
the probability of the occurrence of each rating r, NV, is the
number of rating r in I,,, and Np, is the total number of ratings
in [,,. For the rating scale from one to five in step one, R =
{1,2,3,4,5}. The Jensen-Shannon distance (Distj; € [0,1])
between I, and I, is calculated as,

U+Vv 1 1
) = 58U) = 55(V)

Distis (L., I,)) =

Djs(PvQ) = S(

Djs(1Ly, I,) = S( )
Djs(Iu7 Iv)

The Trust Entropy measure between user u and user v is given
as, Trustjs(u, v) = 1 — Distjs(1,, I,,), and Trustjs(u, v) € [0, 1].

2) Item-based Trust Computation:
Likewise, we take two columns (U; and Uj) to calculate the
Trust Entropy scores between item pairs ¢ and j. The Jensen-
Shannon distance between the rating distributions of item pairs

U; and Uj; is calculated as,

I+J 1 1

Y Z8() - =
) = 38D - 55()

DiStjs(Ui, U]) =

Dis(Us, Uy) = S( )
Dis(U;, Uy)

The Trust Entropy measure between item ¢ and item j is
calculated as, Trustjs(¢,5) = 1 — Dist;(U;, U;), and always
lies in the range [0, 1]. Thereafter, the calculated Trust Entropy
scores are used as the criteria for selecting the most trusted
nearest neighbors and as weights in the hybrid trust-weighted
rating prediction process.

B. Trust Anomaly Measure

Iterative filtering algorithms [33] have been widely used in
trust and reputation systems [18], [34]—[36]. The idea behind
this algorithm is to adjust the aggregation weight of a data
point based on how much it deviates from other data points.
Applying this to our scenario, ratings closer to the consensus
estimate will be given higher weights, while outliers will
be given lower weights and reduced impact. Inspired by the
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Fig. 2: The structure of the proposed Trust Weighted Collaborative Filtering (TWCF).

iterative filtering algorithms [33], we assign trust scores to
entities (users/items) based on how close their ratings are to
public ratings.

Anomaly detection is an important technique for detecting
abnormal behaviors in online social networks [37], [38]. Ab-
normal patterns of rating behavior may indicate that the ratings
are unreliable, potentially biased, and lack trustworthiness.
Since anomalies tend to deviate from typical data patterns, we
evaluate how far an entity’s rating behavior deviates from the
typical rating behavior pattern. This distance can be used as a
trust measure to evaluate the trustworthiness of entities. The
Trust Anomaly measure is calculated based on an anomaly
detection algorithm named Isolation Forest (IF) [39], [40].
We also include a closeness coefficient « that measures the
closeness between entities by counting the number of co-rated
items.

1) User-based Trust Computation:
Through Min-Max normalization, the IF anomaly scores are
scaled to the range [0, 1]. The Trust Anomaly measure between
user u and user v is calculated as,
[T, N 1,

Qo = W’ Trustip(u, v) = uy X Anomaly(v)
ac

“)

where ay,, is the closeness coefficient, |I,, N I,| is the num-
ber of items that users u and v have commonly rated,
mag(\]u N 1,]) is the maximum number of commonly rated
ac

items between user v and his potential neighbors in the user
set U. Trustip(u,v) is normalized to the range [0, 1] for ease
of comparison.

2) Item-based Trust Computation:
Similarly, the Trust Anomaly measure between item ¢ and item
7 is given by,
U N U

S

&)

where «;; is the closeness coefficient and Anomaly(j) € [0, 1].
The calculated Trust Anomaly scores are normalized to the

range [0,1] and used as the criteria for selecting the most
trusted nearest neighbors and as weights in the hybrid trust-
weighted rating prediction process.

C. Trust Composite Measure

Trust is a complex concept with multiple dimensions.
Trust evaluation scores can vary significantly across different
evaluation dimensions because each dimension emphasizes
a specific aspect of trust. With this in mind, we propose a
composite measure that combines multiple trust measures to
evaluate trust from various dimensions. Multi-criteria decision
analysis (MCDA) or multi-criteria decision-making (MCDM)
methods have been extensively developed to tackle decision-
making challenges by evaluating multiple factors and resolving
conflicting criteria to determine appropriate solutions [41],
[42]. Inspired by this, we utilize MARCOS [41], [42] to
combine the similarity measure, the Trust Entropy measure,
and the Trust Anomaly measure to derive a multidimensional
composite trust measure.

D. Most Trusted Nearest Neighbor Selection

As discussed in Section III-A, traditional collaborative filter-
ing methods face limitations when relying solely on similarity
measures as the criteria for determining nearest neighbors. In
TWCEF, we adopt the “most trusted nearest neighbor” selection
to replace the original “nearest neighbor” selection. Instead
of relying solely on similarity, we introduce three distinct
trust measurement models for neighbor selection and ranking.
The term “nearest neighbor” now encompasses a variety of
interpretations and selection criteria. Furthermore, using self-
computed trust scores as selection criteria, the “most trusted
nearest neighbors” are formed by the most trusted neighbors.
It helps generate more reliable and higher-quality recom-
mendations, thus improving the performance of collaborative
filtering.

E. Hybrid Trust Weighted Rating Prediction

Leveraging the idea of the Pearson correlation coefficient
[43], the average rating of each user is subtracted from their
rating for normalization. It helps correct for situations where
some users may tend to consistently give higher or lower
ratings than other users. With the normalization, we can



focus on analyzing patterns in user rating behavior rather than
absolute ratings. The calculated trust scores serve as weights,
and a weighted average of the ratings from the most trusted
neighbors is calculated to predict the rating of the target item
[44].

1) User-based Rating Prediction:
The predicted rating of user u for item ¢ is calculated as,

2ven, (i) Trust(u, v) - 1y
queNu |Trust(u, v)|

where Trust(u, v) is the calculated trust score between user u
and user v. N, (7) is the set of users who have rated item i
and are included in the “most trusted nearest neighbors” of
the target user u.

(6)

Tui = Twi — Mo Tui = Hu +

2) Item-based Rating Prediction:
Similarly, the raw ratings are normalized and the trust-
weighted average of the ratings from the “most trusted nearest
neighbors” of item ¢ is calculated as,

2 jeN () Trust(i, ) - ro;
ZjeNi | Trust(i, 7)|

where Trust(4, j) is the calculated trust score between item 4
and item j, N;(u) is the set of items that have been rated
by user u and also included in the “most trusted nearest
neighbors” of the target item 3.

= +

)

Twi = Twi — Mis Tui

V. EMPIRICAL EXPERIMENTS

We conduct offline experiments on three real-world datasets
that provide user ratings and trust information: FilmTrust
[45], Ciao [46], and Epinions [46]. While the proposed
TWCF approach only uses user-provided ratings, the trust-
based collaborative filtering baselines require additional trust
information to function. Therefore, considering the robustness
and consistency of the comparison, we conduct experiments
on datasets containing user-provided ratings and trust infor-
mation. The statistics of the datasets are shown in Table. I.

Datasets FilmTrust [45] Ciao [46] Epinions [46]
#Users 1,508 7,375 49,290
#Items 2,071 99,746 139,738
#Ratings 35,497 278,483 664,824
Scale / Step [0.5,4.01/05 [1,5]/05 [1,5]/1
Density 1.1366% 0.0379% 0.0096%
# Trust Connections 1,853 111,781 487,183

TABLE I: Dataset Statistics.

A. Baselines

First, we compare the proposed TWCF approach with the
original k-Nearest Neighbors (kNN) methods.

« original user-based kNN with pearson correlation

« original item-based kNN with pearson correlation
The comparison is conducted to evaluate the impact of the
proposed trust measurement models and the trust-weighted

scheme on traditional collaborative filtering. More detailed
experimental comparison results are given in Section VI-A.

Next, we compare the proposed TWCF approach with six
widely recognized collaborative filtering methods. Many state-
of-the-art collaborative filtering methods focus on generating
top-k recommendations, which is different from our task of
rating prediction [5], [28], [47]. Therefore, these methods are
not included as baselines in our experiments. Besides, even
a slight improvement in rating prediction accuracy can sig-
nificantly improve the performance of top-k recommendations
[48]. The six baselines are divided into two categories: (1)
baselines that rely only on user-provided ratings; (2) baselines
that rely on additional trust information to function.

Three baselines that rely only on user-provided ratings:

e PMF [49], utilizes Gaussian distribution to model the
latent factors of users and items. It predicts ratings by
learning low-dimensional user feature matrix and item
feature matrix.

e SVD++ [48], extends the singular value decomposition
method by considering implicit ratings.

« EE [50], a collaborative filtering method based on Eu-
clidean embedding.

Another three baselines that rely on additional trust infor-

mation to function:

o RSTE [21], combines the preferences of target users and
trusted neighbors for rating prediction.

o SocialMF [22], incorporates trust information and trust
propagation into the matrix factorization model to achieve
higher performance.

o SREE [51], incorporates additional social relations into
Euclidean embedding-based collaborative filtering to im-
prove recommendation accuracy.

Experimental results and discussions are in Section VI-B.

B. Evaluation Metrics

Our experiments focus on recommendation methods that
predict explicit user ratings. To evaluate the accuracy of pre-
dicted ratings versus actual ratings, we employ two standard
metrics, mean absolute error (MAE) and root mean squared
error (RMSE). Top-k recommendation evaluation metrics such
as recall, precision, and coverage are not included in our
experiments.

1) Mean Absolute Error (MAE):

> i = ruil ®)

(u,i)€r

1
MAE = —-
Tl

where T is the user-item set, 7y, is the predicted ratings, and
Ty 18 the actual ratings. The lower the MAE value, the more
accurate the prediction.

2) Root Mean Squared Error (RMSE):

1 Z .
m (Tui - Tui)Q (9)
(u,3)€r

Likewise, lower RMSE values indicate more accurate predic-
tions.

RMSE =



VI. EXPERIMENTAL RESULTS AND DISCUSSIONS

In this section, we present the experimental results and
discuss our observations and findings from the experiments.

A. Improvements to Traditional Collaborative Filtering

Methods FilmTrust Ciao Epinions
MAE RMSE MAE RMSE MAE RMSE
original userkNN 0.6326  0.8232  0.8222  1.1238 1.0111 1.3664
trust entropy userkNN 0.6075  0.7946  0.8109  1.1026  1.0089 1.3628
trust anomaly userkNN 0.6025  0.7967  0.8111 1.1047 1.0098 1.3645
trust composite userkNN - 0.6040  0.7946  0.8109  1.1026 1.0090 1.3644
original itemkNN 0.7245 09305 0.7882  1.0753  0.9108 1.1285
trust entropyy itemkNN 0.6354  0.8696  0.7670  1.0458  0.9081 1.1272
trust anomaly itemkNN 0.6751  0.8922  0.7709  1.0577 09079  1.1270
trust composite iemkNN - 0.6214  0.8433  0.7771 1.0634  0.9083 1.1273

(a) Experimental results of MAE and RMSE metrics.

Methods FilmTrust Ciao Epinions

MAE RMSE MAE RMSE MAE RMSE

trust entropy userkNN 3.97% 3.48% 1.38% 1.89%  0.23% 0.27%

trust anomaly userkNN 4.76% 3.22% 1.36% 1.70% 0.13% 0.14%
trust composite userkNN 4.52% 3.48% 1.38% 1.89% 0.21% 0.15%
trust entropy itemkNN 12.30% 6.55%  2.69%  2.75% 0.31% 0.13%

trust anomaly itemkNN 6.82% 4.12% 2.20% 1.64% 0.32% 0.14%
trust composite itemkNN 14.23% 9.38% 1.42% 1.12% 0.29% 0.11%

(b) Improvement ratio of the TWCF approach over the original kNN
methods.

TABLE II: Comparison of the original kNN methods with the
proposed TWCF approach.

First, we evaluate the performance of the methods in the
TWCF approach (Trust Entropy kNN, Trust Anomaly kNN
and Trust Composite kNN) compared to the original k-nearest
neighbors method. We analyze the impact of the proposed
trust measurement models and the trust-weighted scheme on
the original k-nearest neighbors method. Table. II shows the
experimental comparison results between the original kNN
methods and the proposed TWCF approach.

Overall, TWCF outperforms traditional collaborative filter-
ing methods in recommendation performance. The prediction
accuracy of both user-based and item-based kNN methods
is significantly improved. On the FilmTrust dataset, Trust
Composite itemkNN shows the most significant improvement,
with a 14.23% increase in MAE metric and a 9.38% increase in
RMSE metric compared to the original itemkNN. Meanwhile,
on the Ciao dataset, Trust Entropy itemkNN outperforms
the original itemkNN by 2.69% and 2.75% in MAE and
RMSE metrics, respectively. However, the improvement on
the Epinions dataset is not as significant as on the other two
datasets. The difference in improvement rate is attributed to
the different degrees of data sparsity in the original dataset.
The data sparsity of the FilmTrust dataset is 1.1366%, so
the TWCF method achieves the most significant improvement
on it. On the other hand, Epinions has a data sparsity of
0.0096%, showing a relatively small improvement. Hence, our
observation is that the improvement potential of TWCF is

affected by the data sparsity of the rating dataset. This is in
line with common sense since the user-item rating matrix is the
only source of information for the trust measurement model
calculation and trust-weighted rating prediction. In conclusion,
the comparison between the TWCF approach and the original
kNN method highlights the benefits of incorporating trust
information derived from rating data into original collabora-
tive filtering. The trust measures computation and the trust-
weighted scheme improve the selection of nearest neighbors
and the aggregation of ratings, leading to more accurate predic-
tions and enhanced recommendation performance. However,
the potential for improvement may be affected by the sparsity
of rating data.

B. Comparison with Collaborative Filtering Baselines

Furthermore, we compare the experimental performance of
the proposed TWCF approach with six collaborative filtering
baselines, where PMF [49], SVD++ [48], and EE [50] rely
only on user-provided ratings, whereas RSTE [21], SocialMF
[22], and SREE [51] rely on additional trust information to
function.

1) Baselines that Rely Only on User-provided Ratings:
To begin with, we compare the experimental results of the
TWCF approach with baselines PMF [49], SVD++ [48] and
EE [50]. They all only utilize the user-item rating matrix to
generate recommendations. Table. III shows the experimental
comparison results.

Methods FilmTrust Ciao Epinions
MAE RMSE MAE RMSE MAE RMSE
PMF [49] 0.6713  0.8984  0.8603  1.1668  0.9430  1.2377
SVD++ [48]  0.6369  0.8531  0.7781 1.0524  0.9265 1.2356
EE [50] 0.6687  0.8943  0.8066  1.0610  0.9211 1.1661
TWCF 0.6040  0.7946  0.7670  1.0458  0.9079  1.1270

(a) Experimental results of MAE and RMSE metrics.

Methods FilmTrust Ciao Epinions
MAE RMSE MAE RMSE MAE RMSE
PMF [49] 10.03% 11.56% 10.85% 10.38%  3.73%  8.95%
SVD++ [48] 5.17% 6.86% 1.43% 0.64% 201%  8.79%
EE [50] 9.68% 11.15% 491% 1.44% 1.44%  3.36%

(b) Improvement ratio of the TWCF approach over baselines.

TABLE III: Comparison with baselines that rely only on user-
provided ratings.

TWCEF achieves the best performance among all baselines in
terms of recommendation accuracy metrics MAE and RMSE.
On average, across three real-world datasets, it outperforms
PMF by 6.26%, SVD++ by 4.16%, and EE by 5.34%. This
can be interpreted as a significant improvement for recom-
mendation systems based on rating prediction [52]. Note that
even a slight improvement in rating prediction accuracy can
significantly improve the performance of top-k recommenda-
tions [48]. Furthermore, since the TWCF methods are modi-
fied from the traditional kNN methods, they retain excellent



model interpretability compared to the matrix factorization-
based collaborative filtering methods PMF and SVD++. The
excellent transparency and interpretability of TWCF provide
opportunities for further improvement by incorporating more
appropriate trust measurement models.

2) Baselines that Rely on Trust Information to Function:
Next, we compare the experimental results of the TWCF
approach with baselines RSTE [21], SocialMF [22] and SREE
[51]. Most existing trust-based recommendation methods rely
on user-provided ratings sourced from user-item interaction
and trust information sourced from user social connections
to function. These methods, including RSTE [21], SocialMF
[22], and SREE [51], have specific requirements for datasets
and impose limitations on data collection and practical imple-
mentation.

Methods FilmTrust Ciao Epinions
MAE RMSE MAE RMSE MAE RMSE
RSTE [21] 0.6589  0.8859  0.8417  1.1166 09652  1.2984
SocialMF [22]  0.6197  0.8302  0.8633  1.1559  1.0086  1.3507
SREE [51] 0.6396  0.8388  0.7913 1.0871  0.9145 1.1567
TWCF 0.6040  0.7946  0.7670  1.0458  0.9079  1.1270

(a) Experimental results of MAE and RMSE metrics.

Methods FilmTrust Ciao Epinions
MAE RMSE MAE RMSE MAE RMSE
RSTE [21] 8.34% 10.31% 8.88% 6.35%  594%  13.21%
SocialMF [22]  2.54% 4.30% 11.16%  9.53%  9.99%  16.57%
SREE [51] 5.57% 5.27% 3.08% 381%  0.73% 2.58%

(b) Improvement ratio of the TWCF approach over baselines.

TABLE IV: Comparison with baselines that rely on additional
trust information to function.

According to the experimental results in Table. IV, TWCF
outperforms all the trust-based collaborative filtering baselines
on the three real-world datasets. Averaging over three real-
world datasets, TWCF achieves 8.84% higher prediction ac-
curacy than RSTE, 9.02% higher than SocialMF, and 3.51%
higher than SREE. Across three real-world datasets, TWCF
achieves an average improvement of 7.12% in rating pre-
diction accuracy over the trust-based collaborative filtering
baselines. This can be considered a significant improvement in
prediction performance [48], [52]. Furthermore, TWCEF relies
entirely on user-item ratings to compute trust relationships and
make recommendation predictions. Despite the limited data
requirements, it still demonstrates commendable recommen-
dation performance. Furthermore, the minimal data collection
requirements make TWCF applicable to a wider range of
datasets and application contexts.

VII. CONCLUSIONS AND FUTURE WORK

Online social networks enable users to create and share
information and ideas, but they also generate a large amount
of content of varying quality. Trust models are emerging as
valuable tools for measuring the trustworthiness of online

entities and content. Meanwhile, trust-based collaborative fil-
tering leverages trust information to improve recommenda-
tion performance. However, most existing approaches rely on
trust connection information from social networking platforms
rather than modeling trust itself. In this paper, we present our
efforts to define, measure, and quantify trust in the context of
collaborative filtering. More specifically, we introduce three
trust measurement models: the Trust Entropy measure, the
Trust Anomaly measure, and the Trust Composite measure to
capture trust relationships directly from user-provided ratings.
Utilizing the trust-weighted scheme, we propose a hybrid
collaborative filtering approach named Trust Weighted Collab-
orative Filtering (TWCF). TWCF comprises four stages: trust
measures computation, trusted nearest neighbors selection,
hybrid trust-weighted rating prediction, and recommendation
generation. Next, we conduct empirical experiments on three
real-world datasets to compare TWCF with collaborative fil-
tering baselines. Experimental results show that extracting
trust information from rating data and incorporating trust-
weighted schemes can substantially improve the performance
of original neighborhood collaborative filtering. Furthermore,
relying solely on user-provided ratings, TWCF achieves an
average improvement of 7.12% compared to the trust-based
collaborative filtering baselines. The minimal data collection
prerequisites make it flexible to be applied to a wide range
of datasets and application scenarios. Moreover, TWCF’s
excellent transparency and interpretability open opportunities
for further improvement by incorporating more appropriate
trust measures.

In future work, we plan to explore more practical models for
quantitatively modeling and measuring online trust. By lever-
aging and optimizing available information, we can enhance
collaborative filtering while minimizing the need for extensive
user data collection.
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