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This research seeks to answer two ever-pressing questions for those who rely on social media for information — What information
can I trust? and Who can I trust? Specifically, this research addresses how to recommend trustworthy information from specific
information sources using an innovative method of combining interpersonal trust on the Internet and classification algorithms for
various target domains. A variety of domains have been studied to see how information from social media can predict or explain the
phenomena of the domain, from politics (wWho wins the next election) to finance (what happens to a company’s stock). It is important,
however, that as we improve our methods to interpret the information retrieved from social media, we also pay attention to the
quality of that information. Social media information is noisy and possibly contains useless, misleading, or even malicious information
distributed by untrustworthy users. It is paramount to filter credible and trustworthy information generated by trustworthy users and
domain experts from contaminated data, advertisements, or scams.

In this paper, we develop a novel, domain-independent method to distinguish three types of social media (specifically Twitter) users
from one another: typical users, domain-related users, and experts. We take a comprehensive list of trust attributes (i.e., measurable
properties of a social media user account or posts such as the number of tweets or the number of followers) from previous work and
study the value of these trust attributes for the three types of users. The value of the trust attribute for typical users is the average
value for all the users. Domain-related users are those who tweet with a set of domain-related handles (e.g., @a_stock_ticker). Experts
are real world experts of the filed, who we extract from reputable journalistic sources outside social media. By applying random
forest to compare trust attribute performance, we identify which trust attributes can best distinguish expert, domain-related, and
typical users from one another. Most importantly, we keep our work independent of the subject domain by performing the same set of
experiments in the finance as well as the politics domain. We compare the distributions of trust attributes between finance and politics
domains, to test if the classification method can be applied to various target domains and still provide robust results.

Overall, we identify trust attributes capable of distinguishing trustworthy users from malicious ones, or to act as trust filters.
Our work increases the reliability and utility of social media data for better decision-making. By applying trust filters to filter out

untrustworthy and malicious users, the bad impact of social media such as fake news or media manipulation can thus be minimized.
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1 INTRODUCTION

The invention of the Internet and the emergence of social media has exponentially increased the quantity of sources a
person can contact, but some of these sources may not provide high quality information. Social media data is noisy,
loaded with contaminated data, advertisements, and scams. The presence of misinformation and disinformation on
social media is a rising concern. For those who rely on social media for information, be it for personal use or modern-day
analytic of social media data, it is important to know who they can trust. There exist users who abuse the capability of
social media by spreading spam, fake news, or biased information. These malicious users not only fool their audience
but may also distort the information retrieved from social media for analytical or prediction purposes.

This paper promises advances by answering the following questions: (1) What are the indicators of online information
trustworthiness? (2) Which indicators are the best predictors of information trustworthiness? (3) Can trustworthy users
be reliably distinguished from malicious ones? (4) Can recommendations be developed and implemented by social
media users to improve their trustworthiness on the Internet? This research aims to establish a universally applicable
trustworthiness recommendation and prediction system for social media platforms.

We aim to find trustworthy information on social media by finding trustworthy users. Specifically, this research
addresses how to recommend trustworthy information from specific information sources using an innovative method
of combining interpersonal trust on the Internet and classification algorithms for various target domains. We improve
the existing and develop new trust filters—-measurable properties of social media user profile, behavior, connections,
posts, etc.—used to identify trustworthy users.

We take a comprehensive list of trust attributes (i.e., properties of a social media user account or posts such as the
number of tweets or the number of followers) as potential trust filters from previous work. Further, we consider some
established trust filters from previous work.

Using these potential trust filters, we develop a novel, domain-independent method to distinguish three types of
social media (specifically Twitter) users from one another: typical users, domain-related users, and experts. We measure
trust filters and see how they can rate the three types of users. The value of the trust filter for typical users is the average
value for all the users. Domain-related users (e.g., stock-related users) are those that tweet with a set of domain-related
handles (e.g., @a_stock_ticker). Experts are real world experts of the filed, who we extract from reputable journalistic
sources outside social media.

By (1) observing the distribution of the trust filter values across user types, (2) studying the correlation between trust
filters, and (3) applying the random forest classifier to compare their performance in distinguishing the types of users,
we identify which trust attributes can best distinguish expert, domain-related, and typical users from one another. Most
importantly, we keep our work independent of the subject domain by performing the same set of experiments in the
finance as well as the politics domain. Moreover, this model can be applied to other target domains, such as health and
entertainment.

The remaining sections of this work are organized as follows. Section 2 introduces related literature that utilize
Twitter-retrieved information as a predictor in the politics and finance domains. Section 3 elaborates how the experiment
was set up, the definitions of user groups, and the trust attributes. Section 4 shows the distribution of trust attributes
and the effectiveness of the attributes as the classification factors. The section 5 finalizes this work and suggests the

potential of the trust attributes.
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2 RELATED WORK
2.1 Social media predictions in the finance domain

There exists a body of research exploring the power of crowd wisdom as an indicator or a predictor of certain phenomena.
Take the finance domain for instance, high social media coverage at the stock level can predict high subsequent return
volatility and trading activity [26]. The extracted sentiments of social media users may be used to predict the stock
market [27]. Techniques such as text mining [39] and machine learning are frequently used to enhance the predicting
power of social media.

For the sake of completeness, we cover some of the most notable related work that seek to predict stock markets, our
example target domain, albeit with very different methods. A widely cited work [3] demonstrated how the Twitter
mood, in general, predicts the stock market closing values by high accuracy. Nassirtoussi et al. [32] tried to predict
foreign exchange markets based on the text of breaking financial news headlines. Dimpfl et al. [12] studied the dynamics
of stock market volatility using Internet search queries and found that high stock market volatility can follow high
volumes of Internet searches. Nguyen et al. [33] performed stock market prediction based on social media analysis
as well. Instead of taking all sentiments into account, they considered only the sentiments of specific topics of the
company to predict stock price movement to increase the forecast accuracy. Oliveira et al. [34] sought to predict stock
markets through Twitter posts. They found among all the factors, sentiment and posting volume to be particularly

important for the forecasting of S&P 500 index.

2.2 Social media predictions in the politics domain

The politics domain, particularly elections, is another hotspot for testing the prediction power of social media. Ever since
Twitter started becoming an essential online social platform, researchers have been exploring its potential of predicting
the election outcome [41]. The 2016 presidential election of the United States, in particular, brought Twitter under the
spotlight of public attention. Compared to the Clinton campaign’s strategy, the Trump campaign’s more amateurish
yet authentic style in social media points towards de-professionalisation and even amateurism as a counter trend in
political communication [15]. Moreover, fake news spreading on Twitter [19], social bots distorting public opinion [2],
and even Russian interference [31] all played roles on Twitter during the 2016 presidential election. Therefore, it is
critical to distinguish real users from fraudulent or malicious sources before utilizing social media as a prediction tool.

The following sections introduce different prediction methods for elections.

2.2.1  Number of Tweets. Many of the earlier work like [38, 41] use the number of tweets which mention the supporting
parties or candidates as an indicator. However, this method may result in a higher error rate because not all tweets
mentioning the parties or candidates represent the approval to them. One candidate could have a high exposure on

social media while most of the comments are negative or totally irrelevant to the campaign.

2.2.2  Sentiments of Tweets. To further improve the accuracy of the forecast, sentiment analysis became popular on top
of simply counting the number of tweets among the researchers. Chung et al. [8] categorize each tweet as positive,
negative or neutral, then counting the sum of supporting tweets and objecting tweets to another side. Burnap et al. [5]
apply sentiment scores (+5 to -1) on tweets and sum the scores up. Different sentiment analysis methods are also applied
in [25, 37, 42].

2.2.3 Hashtags as a predicting attribute. Bovet et al. [4] applied hashtags as the opinion finder which are used to train a

machine learning classifier. Four clusters has been classified as pro-Trump, anti-Clinton, pro-Clinton and anti-Trump
3
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which show a clear boundary between the usage of hashtags. They first considered only the strongly connected giant
components (SCGC), which are formed by the users that are part of interaction loops and are the most involved in
discussions. From the distribution of supporters, they pointed out there exists a huge gap between the number of tweets
having hashtags exclusively in the Trump supporters and in the Clinton supporters. They then used the same collection
of hashtags to calculate the whole Twitter dataset and found the situation reversed - Clinton supporters became the
majority of the users. This is due to a huge number of Trump supporters belonging to the SCGC. This paper shows a
huge potential of using hashtags as predicting attributes.

2.24 Hybrid Methods/Machine Learning. Tsakalidis et al. [40] collect several Twitter-based potential features which
originate from the number of posted tweets, positive or negative tweets proportion and the proportion of Twitter users
as well. In this research, a poll-based feature is also taken into account. Utilizing the above features as inputs, they have
tested several data mining algorithms such as linear regression, Gaussian process and sequential minimal optimization

for regression.

2.2.5 Difficulties in Twitter derived election prediction. Even though using Twitter to predict the election seems to be
promising and is convenient compared to the traditional polls, there are questions brought up by some researchers
which cannot be ignored. In [30], some suggestions on how to correctly predict the election are given. First, you cannot
actually “predict” the election retroactively, so anyone who intends to predict the election should choose the methods or
words carefully. Second, social media is fundamentally different from real society - there is more likely to exist spammers
and propagandists on the Internet than in the real world. Therefore, researchers should consider the credibility of
tweets prior to taking all tweets into account. Another literature survey paper [16] also possesses a similar view as [30]
that not all tweets are true, so it might be required to filter out the untrustworthy tweets before the main process. As
Gayo-Avello [17] pointed out, the researchers cannot consider the Twitter environment as a totally representative
and unbiased sample of the voting population. Needless to say, there are a considerable amount of malicious users or

spammers spreading misleading information on Twitter.

2.3 Trust filters and social media

The idea of trust filters can be traced back to [28], where the original idea was to filter and rank trustworthy social
media users. There were six trust filters: Authority, Experience, Expertise, Identity, Proximity and Reputation. All six
filters stem from the traditional way of estimating one’s trustworthiness. In succession to the concept, an Internet
biosurveillance application [43] was developed to investigate and detect possible outbreak of the disease in the early
stage. By comparing the scores generated by trust filters against hospital historical data, this work is able to conclude
the significance of trust filters. The following papers [22, 23] applied trust filters on two different topics as the trust
indicators. Here trust filters were inserted as an extra layer before the prediction procedure. Both papers show a certain
level of improvement on the prediction results when adding trust filters.

In previous work [24], we showed the distinction among different types of user groups: typical users, target domain-
related users and experts of specific domains based on the trust attributes. Our work presented the possibility of utilizing
social media as a tool to distinguish the more experienced and possibly credible users. That work also suggested some
tweet-derived attributes could become promising candidates to differentiate the trustworthy users in specific target
domains. That work, however, only shows how trust attributes work in a single domain. Not more than one domain

was explored.
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3 METHODOLOGY

This section introduces data retrieval, the definition for each user category, and trust attributes extracted from tweets

used to analyze the user distribution.

3.1 User group categorization

For the finance and politics domain, the users are both categorized based on their expertise, involvement, and reputation
to the specific target domain [24].

The definitions of three groups of Twitter users in the finance domain are specified as below.

(1) Typical users: The 1% random sampling of all Twitter users, which stands for the baseline among all groups.

(2) Stock-related users: The users who posted at least one tweet with a reference to the symbols of the stock market
companies, such as $AAPL or $TSLA, during the sampling period. This user group represents the users who
might have interest in the stock market, while they may or may not be the financial experts.

(3) Financial experts: This group of users are retrieved from well-known online articles which recommended the
top-notch financial experts to follow on Twitter [9, 11, 29]. These lists are compiled by their authors or by Wall

Street analysts and journalists, who are traditionally considered financial authorities.

To keep the consistency between different target domains, the definitions of three groups of Twitter users were

similar to the ones defined in the finance domain, which are shown below.

(1) Typical users: The same user sets as the finance domain.

(2) Political-related users: The users who posted tweets with hashtags of the candidates, during the sampling
period.

(3) Political experts: Following same concept as the financial experts, the political experts were recommended by

online articles regarding the specific expertise [1, 6, 10, 13, 14, 21, 35].

3.2 Data retrieval and extraction

To retrieve the publicly available collection of tweets, a non-profit digital library—Internet Archive-is selected as the
tweet source in this work. The database contains the complete “Spritzer” version of tweets, which stands for 1% sample
of overall Twitter public posts in the world.

To keep the consistency of the sampling period, the sampling period all terminated on October 23rd, 2020, the last
weekday before the 2020 presidential election in the United States. The number of typical users were limited to 1,000,000
to alleviate the computational burden and hence reduce the computation time.

Originally, there were 257 financial experts’ accounts on our list. After removing deactivated users, only 123 of them
remain. Likewise, there were 107 out of 188 political experts that were still considered active.

To increase the robustness of the analysis, users who posted less than 3 tweets during the sampling period were
excluded from the experiment. In Table 2, there still have around one third of original users after the truncation, which

is able to provide sufficient quantities for the following comparisons.

3.3 Tweet-retrieved trust attributes

We derive a set of trust attributes retrieved from tweets for each user and use the trust attributes as indicators of the
trustworthiness of users. Here an attribute refers to a user, text, or social connection information of a single social

media user. 11 trust attributes (shown in Table 3) are selected based on the analysis of previous research [24] which
5
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261 Table 1. Sampling period, user counts, and tweet counts for all compared user groups.

262

263 User Group Sampling period User Counts Tweet Counts
- Typical - Finance ~ Oct 19th 2020 to Oct 23th 2020 1,000,000 4,132,294
s Stock-related Oct 19th 2020 to Oct 23th 2020 67,159 295,865
»er Financial experts  June 8th 2020 to Oct 23rd 2020 123 45,801
s Typical - Politics ~ Oct 19th 2020 to Oct 23rd 2020 1,000,000 4,131,777
seo Political-related ~ June 8th, 2020 to Oct 23rd, 2020 1,048,575 7,476,859
o Political experts ~ June 8th, 2020 to Oct 23rd, 2020 107 59,507
271

272 Table 2. User counts before and after the truncation.

273

274 User Group User Counts User Counts (Tweets >= 3)

ZZ Typical - Finance 1,000,000 336,942

- Stock-related 67,159 21,903

s Financial experts 123 123

270 Typical - Politics 1,000,000 336,927

250 Political-related 1,048,575 246,369

281 Political experts 107 107

282

283 Table 3. The definition of trust attributes.

284

2 Trust attributes Definition From previous work
286

287 Expertise_score Ratio of tweets which is domain related [20]

288 Statuses_count Total number of posted tweets in user history [7, 20]

259 Followers_count Number of followers of a user [7, 20, 36]
290 Friends_count Number of friends of a user [7, 36, 36]
201 Avg_len_tweet Average tweet length in characters per tweet [7]

202 Avg_n_word_tweet Average number of words per tweet [7]

203 Avg_hashtag Average number of hashtag symbols per tweet [7, 20, 36]
204 Avg_tweet_URL Proportion of tweets containing URLs [7, 20, 36]
205 Avg_tweet_question Proportion of tweets containing “?” [7]

296 Avg_tweet_exclamation Proportion of tweets containing “!” [7, 20]

297 Avg_tweet_uppercase Proportion of tweets composed by upper-case letters  [7]

298

299
include tweets content, Twitter user information, and social network structure. The trust attributes we chose are neutral,

300

301 suitable for universal purpose across all domains and do not require any specialized retrieval technique to calculate the
302 attribute for a user. The expertise_score is determined by the “keywords” of the corresponding target domain. In the
1: finance domain the keywords are defined as stock symbols, which is the same as the definition to retrieve stock-related
205 users. In the politics domain the keywords are sets of frequently used election-related hashtags among political-related
306 users. Those tweets containing keywords are counted as domain-related tweets.

307

308 4 EXPERIMENT RESULTS

309
310 This section presents all the experiment results and the observations from them. To better compare data with different
311 sizes of expert groups, we have normalized the charts. The Y-axis shows the probability density of users instead of

312 6



313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363

364

Social Media Trustworthy User Identification Across Politics and Finance Domains Woodstock 18, June 03-05, 2018, Woodstock, NY

the absolute number throughout this section. Furthermore, for trust attributes which change dramatically with the

proportion of users, we will show the y-axis in log scale.

4.1 Inter-domain Comparison

After calculating attribute values for every user, the distribution for three types of users in two target domains are
used for the comparison. There are some trust attributes worth mentioning. First, compared to stock-related users,
political-related users have higher expertise_score on average (Fig. 1). This might be due to the sampling period being
close to the election date.

The statuses_count distribution in Fig. 2 shows another different trend between two domains. The political-related
users in the politics domain have a much lower ratio of high-statuses-count users compared to typical users, which is
inconsistent with the finance domain. Therefore, we can infer that there were more political-related users who had
fewer history or interaction on Twitter than other users.

We also found the peaks of avg_len_tweet and avg_n_word_tweet for political-related users are higher than the
peaks of the same trust attributes for stock-related users (Fig. 5 and Fig. 6, respectively). The possible explanation
could be more frequent usage of hashtags and the more emotional sentences were used in the political tweets such as
repeated words. avg_hashtag is another trust attribute showing distinct distribution between two target domains (Fig. 7).
Political-related users tend to put multiple hashtags in a single tweet. As a comparison, the majority of stock-related
users put only one or less hashtag in a single tweet. This could possibly be due to the popularity of using Twitter as a

platform to spread the propaganda or certain political slogans especially since the 2016 presidential election [18].

4.2 Intra-domain Comparison

We noticed both the stock-related users and political-related users had higher expertise_score (Fig. 1) and friends_count
(Fig. 3) than typical users. For friends_count, we think the reason is that people who are interested in a certain topic
would more actively follow the sources regarding the specific topic., hence increasing their average number of friends

(i.e., followed sources).

expertise_score

expertise_score

= Typical Users
= Political-related Users
= Political Experts

= Typical Users
= Stock-related Users
— Finance Experts

-
=)

.‘.

?
-
2

102

Probability Density
=
1]
A
Probability Density
=
<

—
=]
d

.
15}

10

score score

Fig. 1. (Left) Finance domain and (Right) Politics domain. Distribution of expertise_score among the three user groups.

To provide a more thorough understanding of the meaning of the trust attributes, we performed the cross-comparison
between two attributes which might be highly correlated. First, we compared the correlation between friends_count
and followers_count among all user groups of the two target domains (Fig.8). The cut-off threshold shown in the charts

is not a calculation error, it is because of two Twitter follower regulations: (1) The 5,000 friends limit: If a user has less
7
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Fig. 3. (Left) Finance domain and (Right) Politics domain. Distribution of friends_count among the three user groups.
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Fig. 4. (Left) Finance domain and (Right) Politics domain. Distribution of followers_count among the three user groups.

than 5,000 followers, the maximum he/she can follow is 5,000 accounts. (2) The 10% limit: If a user follows more than
5,000 users, it would be limited to 10% more than the number of people that follow the user. For example, if 5,000 people
follow user X, then X can follow a max of 5,500 people; if 10,000 people follow user Y, then Y can follow up to 11,000
people, and so on.

As expected, with similar friends_count level, experts usually possess more followers_count than the other two user

groups no matter in which target domain. It means that with the same amount of friends, the experts can attract more
8
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Fig. 5. (Left) Finance domain and (Right) Politics domain. Distribution of avg len_tweet among the three user groups.
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Fig. 7. (Left) Finance domain and (Right) Politics domain.

Distribution of avg_hashtag among the three user groups.

users as followers then other users. Here we defined the slope as friends_per_follower, which will be used in the next

section.

The other trust attribute pair is avg_len_tweet and avg_n_word_tweet. As Fig.9 shows, there is no obvious difference

that can be observed. The domain-related users and experts in both domains seem to have steeper trendlines than

typical users, while not by large amount. We defined the reciprocal of slope in Fig.9 as len_per_word. In the next section,



469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
4

S

6
487
488
489
490
491
492
493
494
495

497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519

520

Woodstock ’18, June 03-05, 2018, Woodstock, NY Huang, Zaeem, and Barber

we will add the two new trust attributes (friends_per_follower and len_per_word) to the classification to see if the

correlation trust attributes can further improve the prediction accuracy.
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10° 4 —— Stock-related Users 10° { === Political-related Users
= = Finance Experts == = Political Experts
105 4 @ Typical Users 107 4 ® Typical Users
- @ Stock-related Users - @ Political-related Users
g 10t | Finance Experts § 10 4 Political Experts
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followers_count followers_count

Fig. 8. (Left) Finance domain and (Right) Politics domain. The distribution of users in terms of friends_count and followers_count.
Each dot represents one user. There are three trendlines representing the three user groups, respectively. Slope for each trendline:
(left) Typical: 0.5101, Stock-related: 0.4723, Expert: 0.1192. and (Right) Typical: 0.5101, Political-related: 0.7267, Expert: 0.01928.

T0 0
== Typical Users == = Typical Users
60 = = Stock-related Users B0 1 == Political-related Users
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50 @ Typical Users o 50 @ Typical Users
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avg_len_tweet avg_len_tweet

Fig. 9. (Left) Finance domain and (Right) Politics domain. The distribution of users in terms of avg_len_tweet and avg_n_word_tweet.
Each dot represents one user. There are three trendlines representing the three user groups, respectively. Slope for each trendline:
(Left) Typical: 0.1226, Stock-related: 0.1579, Expert: 0.1508 and (Right) Typical: 0.1226, Political-related: 0.1357, Expert: 0.1451.

4.3 Random Forests Classification

Random forest is a technique combining decision tree, bagging and random selection of features. One of the benefits
of random forest is it can rank each variable according to its importance, which is particularly suitable for this work
since it can help us understand the influence of each trust attribute. Random forest also can handle large quantities of
data very well since it can be implemented with parallelism, and it can maintain fast prediction and training speed. In
this section we compared different combinations of user groups for each target domain, from experts with other users,
experts with domain-related users, to domain-related users with typical users. We aimed to discover what distinguishes
different types of users.

Fig.10 illustrates how one of the decision trees works in the random forests classification. By combining a set of
decision trees, a high quality of classification can be achieved. Fig.11 and Fig.12 show the top level of decision trees for

politics and finance domains, respectively.
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Fig. 10. Partial view of Decision tree0 for the comparing group: financial experts with other users.

True = = False True False
-~

Fig. 11. (Left) Top of decision tree10 (Right) Top of decision tree20 for the comparing group: financial experts with other users.

Fig. 12. (Left) Top of decision tree10 (Right) Top of decision tree20 for the comparing group: political experts with other users.

Table4. shows the accuracy and Area Under the Curve of Receiver Operating Characteristic curve (AUC) for the
various combinations of classification. Although all the accuracy is high, it is important to note that due to the class
imbalance between the experts and other user groups, accuracy alone may become insensitive to the false prediction.
AUC, on the other hand, can better represent the actual predicting correctness in this case.

The first observation is the politics domain overall has higher AUC than finance domain with the similar comparing

sets. For classification of experts with other users (Group 1 and 2), topic-related users with typical users (Group 3 and 4)
11
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Table 4. The accuracy and AUC derived from random forest classification. The number of estimators is 50. For each target domain,
there are three comparison groups: Experts & other users, domain_related users & typical users and domain-related users and experts.

Comparing groups Accuracy AUC

1. Political Experts & others 0.9998 0.6923
2. Financial Experts & others 0.9996 0.5833
3. Political-related users & typical users 0.9863 0.9866
4. Stock-related users & typical users 0.9778 0.9227
5. Political-related users & political experts  0.9999 0.8571

6. Stock-related users & financial experts 0.9967 0.7855

or topic-related users with experts (Group 5 and 6), the AUC of politics domain is higher than the AUC of finance
domain. The observation shows the selected trust attributes can better classify user groups in the politics domain than
those in the finance domain. The second observation is that compared to the classification of experts with other users
(Group 1 and 2), the AUC is higher when only comparing the topic-related users and experts (Group 4 and 5). This
implies that to better differentiate the experts of a specific target domain from a group of users, we can first filter out
the topic-related users, then run the random forests algorithm to gain the predicting accuracy.

To see how each trust attribute contributes to the classification, a set of the feature importance for each attribute is
visualized in Fig.9. Table 5 shows the top 3 trust attributes in terms of feature importance for each comparing set. Among
all trust attributes, some are more crucial than others when differentiating the user groups. Three peaks (Followers_count,
Avg_len_tweet, and Expertise) represent the top three trust attributes that influence the classification the most. The
reason for Expertise is obvious, because the definition for topic-related users is the users with a positive Expertise score.
Nevertheless, it is still the top 3 trust attributes when identifying the experts.

Followers_count is another important trust attribute, especially when it comes to identifying the experts. This finding
is consistent with the distribution differences in Fig.4 where experts possess a higher portion of high followers_count
users.

Avg_len_tweet is effective for most of the classification, except for the identification of political experts. It is true that
the group of stock-related users and typical users has an even lower importance factor, but it is due to the dominance of
Expertise in this classification. Avg len_tweet is still the top three attributes in this case.

We also find statuses_count is useful when identifying the experts in both domains. Avg_hashtag, on the other hand,
only works for the politics domain but not as effective for the finance domain.

To test if adding the correlation trust attributes, friends_per_follower and len_per_word, can improve the prediction
accuracy of random forests classification, we re-calculated the classification with the same setting except including the
two new trust attributes. The results show in Table 6, Table7, and Fig.14. When comparing the Table 6 with Table 4, we
found only the compare groups 1 and 2, i.e. Classification of experts with all other users, achieved noticeable improvement
by adding the two trust attributes. Other than that, there is no significant benefit of the new implementation. Likewise,
the top 3 trust attributes in Table 7 are mostly unchanged when compared to Table 5. Therefore, we can conclude that
there is no significant difference by adding the correlation trust attributes. The only exception is when we directly put
the raw data to the random forests classification, which is the case of comparing groups 1 and 2. However, as mentioned
previously, we can simply extract the domain-related users first and make it become the case of comparing group 5 and

6, which provide an even better AUC.
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W Poltics Experts only

W Political-related and typical users
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W Financial Experts only

B Stock-related and typical users

B Stock-related users and experts

>

Fig. 13. Feature importance derived from random forests algorithm for all the comparison in Table 4.

Table 5. Top 3 trust attributes and the corresponding importance values derived from random forests algorithm.

Attribute 1 Importance Attribute 2 Importance Attribute 3 Importance
Political Expert Foll Stat
oltical txperts OROWELS ) 245 atuses 0.1543 Expertise 0.1117
& others _ count _count
Fi ial Expert Avg_1 Foll
tnanciat Bxperts VEICN 3249 Expertise  0.1321 OTOWELS 6 1024
& others _tweet _ count
Political-related users . Avg_len Avg
. Expertise 0.3751 0.2996 0.1183

& typical users _tweet _hashtag
Stock-related . d Avg_1

OCRTCaleq USEIS — pypertise  0.77 AvVENWOrd 0493 ve_en 0.0333
& typical users _tweet _tweet
Political-related Avg_1 Foll

oiticalrefated users - AVEIEN 4 3168 OTOWELS 02049 Expertise 0.1434
& political experts _tweet _count
Stock-related Avg_1

OCKIEAIeQUSEIS gy vertise  0.3107 ve_en 0.2745 ave.n 0.089
& financial experts _tweet _word_tweet

Table 6. The accuracy and AUC derived from random forest classification. The number of estimators is 50. For each target domain,
there are three comparing groups: Experts & other users, domain_related users & typical users and domain-related users and experts.

Comparing groups

Accuracy AUC

1. Political Experts & others

2. Financial Experts & others

3. Political-related users& typical users

4. Stock-related users& typical users

5. Political-related users& political experts
6. Stock-related users& financial experts

0.9999
0.9998
0.9878
0.9772
0.9998
0.9967

0.7222
0.65
0.9865
0.9188
0.8462
0.75

4.4 Recommendations on how to improve users’ trustworthiness

Based on all the analysis and observation above, we would like to provide some recommendations for individuals who

want to improve their online trustworthiness. First, the easiest way is remodeling the text style. As we discovered,

13
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692
093 Fig. 14. Feature importance derived from random forests algorithm for all the comparison in Table 6.
694
695

6% Table 7. Top 3 trust attributes and the corresponding importance values derived from random forests algorithm after adding new

697 attributes (friends_per_followers and len_per_word).

698

699

Attribute 1 Importance Attribute 2 Importance Attribute 3 Importance

0 Political Experts Followers
701 0.1767 Expertise 0.1077 Statuses_count  0.1041

& others _count
702

Financial Experts Avg_len Avg n

: ~ 0.2739 E ti 0.1181 ~ 0.1031

703 & others _tweet xpertise _word_tweet
704 o

Political-related users . Avg_len
705 . Expertise  0.3994 &~ 0.2794 Avg_hashtag 0.1129

& typical users _tweet
706

Stock-related users . len_per Avg n
707 . Expertise  0.7715 -P 0.0309 5= 0.0301

& typical users ~word _word_tweet
708

Political-related users  Followers Friends_per
709 - 0.2813 Avg_hashtag  0.1423 -P 0.1237

& political experts _count _follower
710

Stock-related users . Avg_len Avg n
71 ) Expertise  0.3048 &~ 0.234 &~ 0.1134

& financial experts _tweet _word_tweet
712
713
714
715
e there exists peaks in the distribution of avg_len_tweet and avg_n_word_tweet, where most experts have around 150
77 characters and 20-25 words per tweet. Too many or too few may lose audiences’ attraction or not be able to express
718 important opinions. Second, the expertise score is important, but too high may also harm a user’s reputation. Many
7 experts’ Expertise scores range from slightly above 0 to 0.1, which means they only posted one domain-related content
720
1 in every 10 or more tweets. With that being said, quantity is not the issue, quality is. The last recommendation is to
722 increase the followers_count. This suggestion seems to be meaningless. After all, in the world of social media, more
723 followers inevitably means one obtains more reputation and credibility. Nevertheless, the most robust way is always
s unpretentious. Only when we can persevere in one specific goal can the accomplishment be built up. We hope by
725
- following the recommendations, a user can efficiently improve trustworthiness and at the same time, contribute great
727 quality information to the online community.
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5 CONCLUSION

This work concentrated on developing and evaluating trust filters, measurable trust attributes of social media users that
may be able to predict their level of trustworthiness. In this paper, we looked into two target domains, politics and
finance, on Twitter. We split social media users into three different groups: typical, domain-related and expert users. The
list of experts was distilled from reputable online sources outside social media. A list of trust attributes were selected,
shown to be effective by previous work, as proposed trust filters. Furthermore, some previously established trust filters
were selected. We measured the value of these established and proposed trust filters for Twitter users and generated
the distribution of each trust filter value for each of the three user types. We applied the random forest classification
algorithm to gauge the effectiveness of trust filters in classifying user types. We found that some trust filters (Expertise,
the number of followers, the average length of tweet, and the total number of tweets) are more important than others in
the classification of both target domains. Furthermore, we find that other trust filters are effective distinguisher for one
target domain but not the other: for example, the average number of hashtags in the finance domain. Our work paves
the way for improving the quality of information extracted from social media by focusing on users’ trustworthiness
and increases the reliability and utility of this data to explain phenomena, help with decision making, and even predict

trends.
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