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ABSTRACT
In the absence of a unique identity layer on the Internet, many iden-
tity solutions have evolved over time—examples include standalone
username and password pairs, Single Sign On, and Federated Iden-
tity Management. Privacy and security risks for identity owners
and liability for identity issuers and verifiers, however, are still
alarmingly present. Self-Sovereign Identity (SSI) solutions are new
technologies that recognize the need to keep user identity privately
stored in user-owned devices, securely verified by identity issuers,
and only revealed to verifiers and relying parties as needed. Many
commercial SSI solutions are already available to users, issuers, and
verifiers. As other researchers have pointed out, usability remains
a pressing unknown in the existing SSI solutions. We study five of
the most commonly used SSI solutions: uPort, Connect.me, Trinsic,
Jolocom, and ShoCard (now PingID) with respect to their usability.
We identify some concrete usability problems and suggest ways to
resolve them. Our work recognizes that identifying, prioritizing,
and implementing the non-functional requirement of usability in
SSI solutions is essential for their adoption.

CCS CONCEPTS
• Computer systems organization → Peer-to-peer architec-
tures; • General and reference→ Surveys and overviews; • Secu-
rity and privacy → Access control; Authentication; Autho-
rization; Privacy protections; Usability in security and pri-
vacy.

KEYWORDS
self-sovereign identity, blockchain, distributed ledger technology,
usability, privacy

1 INTRODUCTION
Identity proofing–that is, verifying an individual is who they claim
they are–is required in many online and off-line activities. Unfor-
tunately, no unique identity layer exists on the Internet. To fill
this vacuum for online identity proofing, a haphazard structure
has evolved over time, which includes standalone user-names and
passwords, Single Sign On (SSO), and Federated Identity Manage-
ment by third parties (e.g., Google and Facebook). The lack of uni-
form standards and methods for online Identity Management (IdM)
has led to privacy risks, security vulnerabilities, risks for identity
owners, and liability for identity issuers and relying parties. Self-
Sovereign Identity (SSI) solutions and similar forms of IdM on the
blockchain Distributed Ledger Technology (DLT) are novel tech-
nologies that emphasize the need to keep user identity privately

stored in user-owned devices, securely verified by identity issuers,
and only revealed to verifiers and relying parties as needed.

Academic researchers have studied SSI basics, proposed new SSI
solutions [13, 24, 32], and evaluated the existing ones [7, 11, 25,
33, 43]. Nonetheless, commercial implementations of SSI solutions
largely precede the academic work (e.g., Evernym [10] was started
in 2012, ShoCard [31] in 2015, and uPort [39], Sovrin [35], and
Civic [5] in 2016). Indeed, part of the optimism toward the potential
widespread adoption of SSI is due to the very fact that commercial
solutions already exist and appear to be thriving.

Like any other commercial software solution, SSI solutions must
be usable and human-meaningful to gain adoption. Provability,
Interoperability, Portability, Pseudonymity, Recovery, Scalability,
Security, and Usability are the most prominent non-functional re-
quirements of SSI, widely recognized in the academic literature and
also in the commercial and open-source solutions and standards
(e.g., Rebooting Web of Trust, the W3C Credential Community
Group, the Decentralized Identity Foundation, and the Internet
Identity Workshop).

SSI solutions, however, are heavily technology-oriented. They
take advantage of sophisticated cryptography, peer-to-peer net-
works, and the distributed ledger technology. Researchers have
already pointed out that in SSI “[u]ser interfaces are effective if
they hide underlying complexity, such as cryptographic operations,
biometric mechanisms, database access, and protocols.” [36] Some
of the most prominent papers on SSI identify usability as “a particu-
larly pressing unknown” [7]. Some have gone as far as to say “there
is a sense that a technically focused development community is
overlooking the inevitable user experience and accessibility issues”
of SSI [23].

In this work, we perform a preliminary analysis of the top exist-
ing commercial SSI solutions to evaluate their usability. We make
the following contributions:

• We investigate the top five existing SSI solutions with re-
spect to usability: uPort [39], Connect.me [6], Trinsic [37],
Jolocom [19], and ShoCard (now PingID) [31]. Many aca-
demic papers identify these solutions as the top five existing
solutions [3, 7–9, 16, 20, 22, 26, 40].
• We highlight usability pitfalls which seem common across
these solutions.
• We propose ways to improve their usability with respect to
the identified pitfalls.

SSI solutions and concepts offer decentralization, immutability,
transparency, and security. Our work seeks to improve the usability
of SSI solutions so that these solutions can indeed enjoy widespread
use. Our hope is that SSI does not become a heavily technological
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solution (of cryptography and distributed ledger technology) in
search of a problem. Identifying, prioritizing, and implementing
the non-functional requirement of usability in SSI solutions paves
the way for their adoption.

We organize the rest of this paper as follows. In Section 2 we
cover basic fundamentals of SSI and then briefly review the five
solutions we investigate in Section 3. Section 4 explains the usability
issues we found and elaborates on some potential ways to resolve
them. Finally, Section 5 concludes the paper.

2 BACKGROUND
The term blockchain was coined by the Bitcoin white-paper [27].
That work pioneered a new crypto-currency (i.e., electronic cash),
which would allow online transactions go through without relying
on a trusted financial third party. Two major components of the
blockchain technology are: (1) a peer-to-peer distributed network
and (2) asymmetric key encryption. The parties of the financial
transaction communicate through digital signatures (i.e., public
and private keys). The peer-to-peer network timestamps transac-
tions by hashing them into a chain of blocks, building a record of
transactions. The longest chain of blocks (hence named blockchain)
serves as a tamper-proof ledger of all witnessed transactions and
cannot be altered without the consensus of the network majority.

The blockchain technology has found many applications [4, 12,
18, 21, 38], including blockchain-based Identity Management
(IdM), patient IdM [17] and the Internet of Things IdM [2, 15, 42].
An IdM is the framework that identifies, authenticates, and autho-
rizes users to access resources. In any IdM, the identity owner (user)
makes identity claims (i.e., asserts something about his/her iden-
tity) to an identity verifier (relying party). To prove this claim the
user provides an identity credential as an evidence, which should
be attested (i.e., validated) by the relevant identity authority (i.e.,
the identity issuer). Blockchain-based IdM solutions [29, 34, 41, 43]
adopt blockchain for identity management to offer decentralization,
immutability, transparency, and security [7]. The asymmetric en-
cryption component of the blockchain provides authenticity of the
identity proof and attestation. The peer-to-peer network compo-
nent eliminates the need for a central repository of users’ identity.

Today, there are two types of blockchain-based IdM solutions [7]:

• Decentralized Identity (e.g., ShoCard) is like the conventional
digital identity management solutions wherein credentials
from a trusted service are required. The difference from
conventional solutions arises when validated attestations
are stored on the blockchain.
• Self-sovereign identity (e.g., uPort, Connect.me, Trinsic, and
Jolocom) allows the user to keep their identity documents in
their own device. The user device creates a public/private key
pair and contacts identity issuers to associate and attest their
public keywith an identity credential—saving the association
on the blockchain. When the user makes a claim, he/she
signs the claim with the private key of the attested public
key. The verifier retrieves the public key from the blockchain
and accepts only the claims signed with the corresponding
private key.

3 THE FIVE SSI SOLUTIONS INVESTIGATED
In this section we briefly introduce the SSI solutions we studied.
We used the Android app available on Google Play Store as of June
28, 2021.

3.1 uPort
uPort [39] is a “[s]elf-sovereign identity and user-centric data plat-
form on Ethereum” [39], a public permissionless blockchain. The
uPort project first began in 2015 and contributed to may SSI li-
braries. It later evolved into an open source project named Veramo
and sought to deprecate its mobile app in June 2021. We were, how-
ever, still able to download and install it from Google Play on June
28, 2021.

3.2 Connect.me
Connect.me [6] is a digital identity solution that allows its users
“hold all kinds of useful things, [g]et digital credentials, share them
easily when needed.” [6]. Connect.me is built by Evernym on top
of Sovrin which uses a public permissioned blockchain. The Con-
nect.me app is available on Apple App Store and Google Play.

3.3 Trinsic
Trinsic [37] claims to be “the proof of anything platform” [37]. Based
on Hyperledger Aries and Sovrin (public permissioned blockchain)
projects, Trinsic provides Software Development Kits (SDKs) for
developers and a wallet for identity users.

3.4 Jolocom
Jolocom [19] is a small company in Germany which provides digital
identity solutions. Jolocom uses the public permissionless Ethereum
as its blockchain.

3.5 ShoCard
ShoCard (now acquired by PingID) [31] lets users ”take full con-
trol over [their] data by sharing only what [they] want with oth-
ers, while keeping [their] personal information securely stored on
[their] mobile device.” [31]. ShoCard is a decentralized identity so-
lution as explained in Section 2. ShoCard uses the (permissionless)
Bitcoin blockchain [1].

4 USABILITY PITFALLS
One of the major pitfalls we observed was how commonly all the
five studied SSI apps (also known as wallets) relied on QR code
scanning to initially connect an identity owner with an issuer or a
verifier. Figure 1 shows the main page of the Connect.me app and
how scanning a QR code is an integral part of the main use-case.
The use of QR codes is suboptimal when it comes to usability: not
all identity owners are present in the same physical location with
the intended issuer/verifier to scan the QR code. As a workaround,
the issuer or verifier usually asks the identity owner to go to a
website by entering a URL and then scan the QR code from the
website. However, the mere task of entering the website URL could
have been used in lieu of scanning the QR code, eliminating one
step in the process.

Copyright 2021 The University of Texas
Proprietary, All Rights Reserved
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Figure 1: A screen-shot of the main page of the Connect.me
app, and its button to scan a QR code.

We brainstormed some new ideas to replace the QR code when
applicable:

(1) NFC tags, similar to the way payment is done with mo-
bile wallets today, could detect the proximity of the identity
owner device and the issuer/verifier device. The issuer/verifier
may send a push notification to the identity owner. This
solution unifies the ID wallet with the credit card wallet,
improving usability even further.

(2) The issuer/verifier may read a sequence of characters to
the identity owner (e.g., over the phone) that would act as
a substitute to the QR code. Voice recognition may make
entering this sequence even easier.

(3) a DNS-like system may be used to look up names. Therefore,
the user simply enters a registered name of the issuer or
verifier, the way URL names are entered today. The DNS-like
system looks up the QR codes for the user.

(4) When migrating from an old-fashioned physical identity
(like a passport), simply scanning the existing old-fashioned
credential could connect to the credential provider.

Another usability pitfall we found was when it comes to backup
and recovery of identity credentials. Previous work found that many
existing SSI solutions simply lack the option to allow the user to
back up and eventually recover their identity (e.g., after loosing
a device) [28]. Among the solutions we studied, all five provide
such options for backup and recovery. However, many use a seed of
(commonly) 12 words. The user saves, writes down, or memorizes
a sequence of words and later utilizes those words to recover a lost

identity. Surprisingly, Jolocom has bugs in its software (the Jolocom
SmartWallet app for Android1) stopping successful recovery. We
think that using these seeds is not the most usable way for backup
and recovery. Other researchers have identified seed keeping as a
usability issue too [30].

To improve the usability of backup and recovery, one might
imagine using a combination of biometrics (e.g., fingerprint and
iris scan). However, more nuances are involved. The recovery of
an identity should work, among other use cases, once the device is
permanently lost.While the user still maintains their biometrics, the
device which recorded them is lost so a comparison cannot be made
unless the biometrics are save somewhere outside of the device, that
is on the blockchain. Storing biometrics on the blockchain is, to say
the least, very controversial. Some even believe that “[b]iometrics,
in its raw or derived form (templates), should never be stored (plain
or encrypted) on a public distributed ledger system.” [14].

Another potential solution to the usability of backup and recov-
ery is to allow users more control in the selection of their seed,
leading to ease of remembering the seed, while still enforcing strong
combinations of words. Finally, the user may go to identity issuers
in person, the way one applies for a driver’s license today, to have
their lost identities restored.

5 CONCLUSIONS
SSI solutions can particularly improve their usability. In this work,
we reviewed the current literature on the usability of the existing
SSI solutions and investigated five of the most commonly used SSI
solutions.We highlighted two tangible issueswith their usability: (1)
the less-than-ideal nature of having to scan QR codes in most of the
use-cases, and (2) the difficulty to back up and recover an identity.
We recommended ways to improve SSI solution usability with
respect to those issues. On the way to revolutionize digital identity,
usability is a must, and that is true, especially, for technologically-
heavy SSI solutions.
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