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ABSTRACT

Identity is at the heart of digital transformation. Successful digi-
tal transformation requires confidence in and protection of digital
identities. On the Internet, however, there is no unique and stan-
dard identity layer. Consequently, a variety of digital identities have
emerged over years, leading to privacy risks, security vulnerabilities,
risks for identity owners, and liability for identity issuers and those
relying on digital identities to grant access to goods and services.
Self-Sovereign Identity (SSI) and similar forms of identity manage-
ment on the blockchain distributed ledger are novel technologies
that recognize the need to keep user identity privately stored in
user-owned devices, securely verified by identity issuers, and only
revealed to verifiers as needed. There is limited academic litera-
ture defining the prerequisite SSI functional and non-functional
requirements and comparing SSI technologies. Often those SSI tech-
nologies reviewed in the literature lack behind current advances.
We present the first work that compiles a comprehensive list of
functional and non-functional requirements of SSI and compares
an extensive number of existing SSI/blockchain-based identity man-
agement solutions with respect to these requirements. Our work
sheds light on the state-of-the-art SSI development and paves the
way for future, more informed analysis and development of novel
identity management and SSI solutions.

CCS CONCEPTS

« Computer systems organization — Peer-to-peer architec-
tures; « General and reference — Surveys and overviews; « Se-
curity and privacy — Access control; Authentication; Autho-
rization; Privacy protections.
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1 INTRODUCTION

Many activities—be it performed in the physical world or on the
Internet-require a form of identity proofing, the act of verifying
an individual is who they claim to be. Traditional identity proofing
methods usually involve standard documents issued by authorities
(e.g., passports issued by government agencies). On the Internet, no
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unique and standard identity layer exists. As a result, a haphazard
structure has evolved over time, which includes standalone pass-
words, Single Sign On (SSO), Federated Identity Management (by
third parties such as Google and Facebook), etc.

Self-Sovereign Identity (SSI) is a recent approach to digital iden-
tity. SSI recognizes that a user’s identity should be owned and
controlled by the user. Many SSI solutions are developed on top of
the distributed ledger technology (blockchain), but non-blockchain
variants exist as well.

1.1 Blockchain

The term blockchain is rooted in the seminal Bitcoin white-paper [27]
that introduced a novel crypto-currency (i.e., electronic cash) tech-
nology. This technology allows online transactions to take place

without the need to go through a trusted financial third party. Digi-
tal signatures and a peer-to-peer network form the backbone of the

blockchain technology. The two parties of the transaction commu-
nicate through digital signatures (i.e., public and private keys). The

peer-to-peer network timestamps transactions by hashing them

into a chain of blocks, forming a record of transactions. The longest

chain of blocks serves as a tamper-proof ledger of all witnessed

transactions. This ledger (also known as blockchain) cannot be

altered without the consensus of the network majority.

1.2 Blockchain-Based Identity Management

The blockchain technology has found many applications [6, 12, 17,
21, 33], including identity management (IdM), patient IdM [16] and
the Internet of Things IdM [4, 14, 41]. An IdM is the framework that
identifies, authenticates, and authorizes users to access resources.
Blockchain-based IdM solutions [28, 31, 37, 42] adopt blockchain for
identity management. As previously suggested in related work [7],
building an IdM on top of blockchain offers advantages like decen-
tralization, immutability, transparency, and security.

In any IdM, when the user (identity owner/holder) needs to make
a claim (i.e., assert something about one’s identity, such as identity
as a citizen of a country) to an identity verifier (e.g., a police officer),
he/she provides an identity proof (i.e., some form of document that
provides evidence for the claim, like a passport). Such identity
proofs should be attested (i.e., validated) by the relevant identity
authority (e.g., the agency that issued the passport, also known as
the issuer).



Blockchain-based identity solutions encrypt a user’s identity,
hash it, and add its attestations to the blockchain ledger. These
attestations are later used in order to prove the user’s identity. Two
major flavors of blockchain-based IdM solutions exist [7] and we
study both:

o Decentralized Identity (e.g., ShoCard, Authenteq, and IDchainZ):
This identity solution is similar to conventional digital identity
management solutions where credentials from a trusted service
are used. The only difference is the storage of validated attesta-
tions on a distributed ledger for later validation by a third party.

o Self-sovereign identity (e.g., Civic, Sovrin, uPort, and Onename.io):

The user owns and controls their identity without heavily relying
on central authorities. In essence, self-sovereign identity is very
similar to how non-digital identity documents work today. Every
user keeps their own identity documents in their device. The
user creates a public/private key pair and contacts identity au-
thorities to associate and attest their public key with an identity
proof—saving the association between the public key and this
identity in a distributed manner (e.g., in the blockchain). When
the user makes a claim, he/she signs the claim with the private
key of the attested public key. The verifier fetches the public key
from the blockchain and accepts only the claims signed with the
corresponding private key.

Blockchain-based IdM improves identity management in sev-
eral ways. Digital signatures, one of the major components of the
blockchain technology, provide authenticity of the identity proof
and attestation. The peer-to-peer network, the other major compo-
nent of blockchain, eliminates the need for a central repository of
users’ identity. Hence, blockchain can make IdM solutions decen-
tralized, tamper-resistant, and enhance security and privacy.

1.3 Our Contribution

The commercial implementation of blockchain-based IdM largely
precedes the academic work. In addition, the comparative analysis
of blockchain-based IdM has not received the attention it deserves.
Many surveys and competitive analysis papers review only the
most popular blockchain-based IdM solutions. Furthermore, almost
all lack functional and non-functional requirements analysis, and,
as a result, present a rather shallow comparison. In this paper we
make the following contributions:

e With a comprehensive study of both commercial and aca-
demic work on SSI and blockchain-based IdM, we are the first
to enlist 22 non-functional requirements of SSI solutions.

o We further add seven groups of functional requirements,
with a total of 20 use cases.

e We cover 31 blockchain based IdM solutions and compare
them with respect to our extensive list of functional and
non-functional requirements as well as various emerging
SSI standards.

We structure the rest of this paper as follows. Section 2 reviews
the related academic work on SSI and blockchain-based IdM and
highlights the gap wee seek to fill. Section 3 lists the functional and
non-functional requirements we identify in SSI. Section 4 particu-
larly covers the use cases for functional requirements. Section 5 sur-
veys and compares existing SSI solutions with respect to functional
Copyright 2021 The University of Texas
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and non-functional requirements. Section 6 briefly summarizes
relevant emerging standards, and Section 7 concludes the paper.

2 RELATED WORK

While SSI based on blockchain has been studied in the academic lit-
erature [7, 11, 25, 30, 42] and there are proposed academic solutions
for it [13, 24, 29], commercial implementation of blockchain-based
IdM largely precedes the academic work (e.g., Evernym [10] was
started in 2012, ShoCard [2] in 2015, and uPort [34], Sovrin [32],
and Civic [1] in 2016).

The comparative analysis of blockchain-based IdM has been rela-
tively limited in the literature. For example, many researchers [5, 7—-
9, 15, 23, 26, 36] looked at only the four popular solutions (Sovrin,
uPort, Civic, and ShoCard). As another example, Kondova and
Erbguth [20] recently surveyed some of the most popular solu-
tions for SSI on blockchain: Hyperledger Indy public permissioned
blockchain as well as uPort and Jolocom on the Ethereum pub-
lic permissionless blockchain. Dunphy and Petitcolas [7] used the
“laws of identity” framework (including user control and consent,
minimal disclosure, justifiable parties, directed identity, design for
a pluralism of operators, human integration, and consistent ex-
perience across contexts) to evaluate three blockchain-based IdM
solutions (uPort, ShoCard, and Sovrin).

Some of the more comprehensive comparative studies of SSI on
the blockchain look at numerous existing solutions, but nonethe-
less remain descriptive and lack depth. Baars [3] compared ten SSI
solutions (including (1) Onename.io, (2) Qiy, (3) iDIN, (4) eHerken-
ning, (5) IRMA, (6) PKloverheid, (7) Jumio, (8) Tradle, (9) Idensys,
and (10) uPort) based on their type of access (centralized vs. decen-
tralized), storage type, technology, and development status. Lim et
al. [22] compared 15 existing solutions ((1) Sovrin, (2) MyData, (3)
Waypoint, (4) Bloom, (5) BlockStack, (6) ShoCard, (7) uPort, (8) I/O
Digital, (9) BlockAuth, (10) UniqulD, (11) Jolocom, (12) Cambridge
Blockchain, (13) KYC.LEGAL, (14) CertCoin, and (15) Authenteq)
based on their underlying blockchain, network type (permissioned
or permissionless) and development status. Similarly Jacobovitz [18]
surveyed 30 IdM solutions without going into details of functional
or non-functional requirements of such solutions. Kaneriya and col-
leagues [19] have investigated six SSI solutions (namely (1) Sovrin,
(2) uPort, (3) EverID, (4) LifeID, (5) Sora, and (6) SelfKey) but their
comparison remains highly descriptive too, with the limited obser-
vation of some non-functional features such as portability, mini-
mization, and robustness. While the above studies looked at up
to 30 solutions, none compared based on a comprehensive
list of functional or non-functional properties of SSI.

Our previous work [28] investigated different personal data op-
tions given to users for authentication on current blockchain-based
IdM solutions. Based on our Identity Ecosystem model [38-40], we
evaluated these options and their risk and liability of exposure.

3 SSI REQUIREMENTS

To perform a deep and detailed comparative analysis of SSI solutions
rooted in blockchain, we first distill a list of functional and non-
functional requirements of such solutions from the literature. Then
we enlist a comprehensive set of existing solutions and compare
them based on these functional and non-functional requirements.
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Table 1: The list of SSI NFR and their definitions.

NFR Definition

1. Provability
2. Interoperability

The ability for the identity owner to prove their identity
Accessibility to all kinds of public and private services,
working across programming languages, blockchains,
vendors, platforms, networks, legal jurisdictions, geos,
cryptographies, and hardware, as well as across time
Ability to take one’s digital identifier credentials anywhere
Ability to interact without disclosing one’s real identity

3. Portability
4. Pseudonymity

5. Recovery Ability to retrieve keys and credentials easily and safely
6. Scalability Feasibility for adoption and replication
7. Security Protecting data, including keys & credentials

8. Usability

9. Protection

10. Persistence
11. Minimization
12. Existence

Human-meaningful and good user experience
Information is kept secure

Identity is available until removed by holder
Sending the least amount of data required

User can see the data until asked to be removed

13. Control User must be in control of who can see/access their data
14. Consent Every access requires holder consent

15. Transparency Holder has a clear idea of who has their data

16. Access User can access their data whenever they want

The ease of access to user data for them

18. Inclusion Supports various groups of users (race, nationality, etc.)
19. Trust User trusts the platform

20. Biometrics support Whether users can authenticate with their biometrics

21. Support for IoT Support for device IdM in the Internet of Things

22. Cost The monetary charge for identity owners, issuers, verifiers

17. Convenience

Table 1 lists the Non-Functional Requirements (NFR) of SSI 7,
30]. The first eight rows (Provability, Interoperability, Portability,
Pseudonymity, Recovery, Scalability, Security, and Usability) are
the most prominent NFR of SSI, widely used in the academic liter-
ature and also in the commercial and open-source solutions and
standards.

The Functional Requirements (FR) of SSI are extensive. We
identified 20 use cases. We grouped these use cases into seven
high-level functionalities as required by emerging standards and/or
commonly supported by existing solutions. The Operational Refer-
ence Model (ORM) captures the high-level functionality across the
scenarios. The ORM groups of FR are as follows:

(1) Issuer Discovery

(2) Connection Creation

(3) Credential Creation

(4) Verification with Credentials

(5) Backup/Recovery

(6) Derive/Share Credentials

(7) Sunset/Delete/Revoke Credentials

4 SSI USE-CASES FOR FR

We chose two canonical and reusable use cases of SSI out of all
the use cases. We elaborate on these two building block use cases
which represent key and foundational capabilities across multiple
use cases. At the end of this section, we briefly name the other SSI
use cases, but we do not include their sequence diagrams for the
sake of brevity.

4.1 Discover, Connect, Create Credential

Figure 1 shows the temporal sequence diagram for the use case
“Discover, Connect, Create Credential”. Holder-Wallet is the SSI
wallet on the identity holder’s device. Mediator-Cloud is an agent
acting on behalf of the identity owner in the cloud (as a part of the
provided SSI solution). In this use case, a connection is initiated by
Copyright 2021 The University of Texas
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the identity holder, but one might imagine a use case wherein the
issuer can publish connection invitations.

4.2 Online Identity Verification

Figure 2 depicts the temporal sequence diagram for the use case
“Online Identity Verification Initiated by the Identity Holder”. The
identity holder uses credentials to make an identity claim to a
verifier. We assumed a connection between holder and verifier for
simplicity. The steps to create this connection is identical to those
used in use case above. The identity holder may divide identity
attributes into three groups in this proof: (1) value revealed, (2)
value not revealed, and (3) value not required, to reveal a minimal
amount of data. Finally, note that how issuer does not play any role
in this sequence diagram.

4.3 Other Use Cases

We group the rest of our use cases according to the ORM, but skip
their details for brevity.

(1) Issuer Discovery
(2) Connection Creation
(3) Credential Creation
(a) Credentials proposed by verifier
(b) Hierarchical identity (e.g., nationality, state, etc.)
(4) Verification with Credentials
(a) Verification of business good
(b) Online identity verification initiated by the verifier
(c) Optimized selection of identities
(d) “Identity payments” via contact-less technologies
(e) IoT devices verify on behalf of users
(f) Issuing tickets to each person only once
(5) Backup/Recovery
(a) Recover from permanently lost wallet, also if the user
wants to change devices
(b) Recover from temporarily lost wallet
(6) Derive/Share Credentials
(a) Cross platform user driven sharing of personal data
(b) Derive new credentials from existing credentials
(c) Third party app authenticates through wallet
(7) Sunset/Delete/Revoke Credentials
(a) Setting expiration dates for identity credentials
(b) Revoke credentials from third party app
(c) Temporarily deactivate an identity
(d) Delete credentials by identity owner
(e) Revoke identity proof by issuer

5 COMPARATIVE STUDY OF SSI SOLUTIONS

This section covers our comparative analysis of existing and emerg-
ing SSI solutions against two sets of requirements: non-functional
and functional, as outlined in Section 3.

5.1 Comparative Study with Respect to NFR

In Table 2, each row represents one existing or emerging SSI solu-
tion. The solutions are alphabetically ordered. Columns represent
NFR as listed in Table 1. The first eight columns are the most promi-
nent NFR of SSI. For each SSI solution, the coverage of a given NFR
is studied and coded as follows:
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Use Case #1: Credential Creation

Identity Holder

Issuer

Verifier Verifiable Data Registry (Blockchain)

Holder-Wallet | Mediator-Cloud |

| Relay while hiding the user's physical address

T

| Public key

r

|

| | Check identity in the real world |
|

|

: | Post public key associated with credential to registry |
|

| Public key

|

| P Credential

™

s

| Relay while hiding the user's physical address

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| )
L Credential
<

S credential

I | I
1 | l | ! |
seq [Discover] | | | | | |
| | | | |
: : : : : Post credential schema
| | | | | |
| | | | | Credential schema and definition |
| | | | < !
| | | | |
Look up available credential schemas | | | | |
T | | | | |
! ! Fetch credential snhemas‘ ! ! !
I 1 1 1 »! |
1 | 1 L Il |
| | | | | |
seq J [Connect]| | | | | |
| | | | | |
Request credential from an issuer | : : : : :
| | | | |
Issuer's name, requested credential name ‘l | | | |
> | | | |
. | | | |
| Make a connection request | | | | |
T | | | |
| | | | |
L Issuer's address ol | | |
>
| | | | |
: | Relay while hiding the user's physical address : : :
| | | | |
| | | Requested connection info L|
| I I T gl
| | | |
| | | | Approve the connection request
| | | | T
| | | c " " |
| ¢ | onnection approval |
| 1 | |
: Relay while hiding the user's physical address : :
| | | |
I‘ Connection request approval | | |
™~ 1 | |
T T T T
| sea J (Create c.éluemiala] : : :
. | | |
| Create public/private key pair | | | |
v | | |
L | | |
| Request credential with public key | | | |
| | |
| | |
Public key ol | |
| | |
| |
| |
| |
| |
} »
T 1
I L
|
|
!
|
|
|
|
|
|
T
|
|
|
|
|
|
|
|
|
|
|
I

|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
4
t
|
|
|
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|
|
|
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*
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Figure 1: Use Case in Temporal Sequence Diagram: Discover, Connect, Create Credential Initiated by Identity Holder.
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Use Case #2: Identity Verification

Verifier Issuer

| Identity Holder (Prover) | | Holder-Wallet | Mediator-Cloud Verifiable Data Registry (Blockchain) |

Make an identity claim

|

|
| Claim
|

Send Identity proof

I Public key

Send identity proof

I
| Public key
|

Valid proof?

Check corresponding issuer present
>

|
I
|
| Check issuer present
|
|
!
|
|

Confirmation

Request

|
Send request |
|
|
|

Show request

Request

{

Confirm request

| Consent
>

‘ Sign requests with private key ‘

|
Signed request
|

Send signed request

| Signed request

|
| Valid key?
|
|

Yes I

|
|
|

Claim failed

No

Figure 2: Use Case in Temporal Sequence Diagram: Online Identity Verification Initiated by the Identity Holder.
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e V/, meaning the solution supports the NFR

e X, meaning that it does not support the NFR
e P, meaning that it partially supports the NFR
e n/a, not applicable

e ?, unable to find the answer

One distinction that we should make here is the difference be-
tween actual SSI products (e.g., Trinsic based on Aries) versus SSI
backends (e.g., Aries). Many newer products are built upon prede-
cessors and backends. Some are built on a different layer and some
just add more functionalities. We include a full list for completeness.

5.2 Comparative Study with Respect to FR

Table 3 compares the same solutions with respect to the seven high
level ORM functional requirements.

5.3 Discussion

Based on functional and non-functional requirement comparison
of the existing SSI solutions, we answer the following questions.

5.3.1  What are the best existing/emerging SSI solutions and why
are they superior? SSI solutions can be divided into two cate-
gories, that is, blockchain solutions and non-blockchain variants.
Blockchain solutions include uPort, IDchainZ, EverID, Sovrin, etc.
Non-Blockchain variants are those such as PDS, IRMA, reclaimID,
etc. The tables show that, in general, the blockchain-based solutions
fulfill more properties than the non-blockchain ones.

Sovrin is one of the best existing SSI solutions. Sovrin has a
complete ecosystem built around it, with some important concepts
implemented in the Hyperledger project. Different from Hyper-
ledger, Sovrin has the ecosystem well set up for SSL

Furthermore, Connect.me is one of the best SSI solution available
for individuals. The application is very easy to use as well as covers
all the bases of FR and NFR. From users’ perspective, Connect.me
is intuitive and easy to use. It is built based on a huge, developed
SSI ecosystem. Connect.me is a digital wallet built by Evernym
which is in turn built on Sovrin networks, which is in turn based on
Hyperledger Indy. Therefore, the reason that Connect.me supports
so many FR and NFR is that it utilizes many layers of preceding
products and functionalities, making it more omnipotent.

We observe that Jolocom fits all the SSI bases as well. Jolocom
has its own Software Development Kit which can be used to easily
integrate with an organization’s authentication process for secure
access as a company needs.

As evident by previous work [5, 7, 8, 15, 23, 26, 36] uPort and
ShoCard are very good and popular SSI solutions as well. We would
add LifeID for its support of FR and NFR.

5.3.2  What are the worst existing/emerging SSI solutions and why
are they inferior? We observe that PDS is one of the worst SSI
solutions since it does not offer full integration of the various NFRs
and FRs considered. Recovery and Trust are the two important
NFRs that PDS does not support.

Blockstack lacks or only partially fulfills the pseudonymity and
security requirements, which are crucial for SSL

5.3.3  What is the minimal support of functional and non-functional
requirements that is common across the board? The Blockchain
Copyright 2021 The University of Texas
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technology already encompasses some of the FR and NFR proper-
ties. First, data on the blockchain is not deleted, only appended.
This provides a blockchain-based SSI solution the persistence prop-
erty. In addition, the consensus algorithm that forms the basis of
a blockchain gives the transparency property since it provides a
global truth that is known to at least 51% of the network.

An SSI solution inevitably should have the existence property.
Moreover, both blockchain and non-blockchain based solutions
claim that users have full control over their own identity.

FR that are common across the board are: Issuer Discovery, Con-
nection Creation, Credential Creation, and Verification with Cre-
dential. NFR that are common across the board are: Access, Control,
Transparency, Protection, Interoperability, and Security.

It was particularly difficult to find information on the NFR “re-
covery”, despite the fact that securing and recovering an account in
SSI solutions is extremely vital since the IDs are now all accessible
from a single wallet. With the same sentiment, “backup credentials”
was not a very well-known FR among the solutions studied.

5.3.4 What are some gaps in the existing and emerging SSI solu-
tions that we can identify? Both blockchain-based and other Self-
Sovereign Identity solutions show to fulfill most of the evaluation
criteria. Blockchain-based solutions definitely meet more require-
ments, on average, than the others. IRMA shows that it is possible
to create an SSI solution without the blockchain technology. To
conclude, blockchain technology is a good foundation to build a
Self-Sovereign Identity solution, but it is not a necessity [35].

6 EMERGING STANDARDS

Finally, we review some standards related to SSI. Several Non-Profit
Organizations are currently advocating for SSI standards as follows.
We summarize their reported non-functional requirements.

o Rebooting Web of Trust, RWoT. NFRs include Usability, Deploy-
ability, Security, and Unlinkablity.

e W3C Credential Community Group, W3C CCG. NFRs are prov-
ability, Discoverabiltiy, Simplicity, and Extendability.

e Decentralized Identity Foundation, DIF. NFRs include Security,
Privacy, Decentralization, Transport-agnostic, Routablity, Exten-
sibility, and Efficiency.

o Internet Identity Workshop, IIW. NFRs include Existence, In-
dependence, Self-Determination, Portability, Privacy, Security,
Agency, Compensation, Traceability, and Retractability.

7 CONCLUSIONS

We presented the first survey of requirements critical to Self-Sovereign
Identity (SSI) and its promise to secure digital identities, reduce
risks in digital transactions for all parties and enhance online pri-
vacy and trust. The survey defines 22 non-functional requirements
and seven groups of functional requirements of SSI and offers a
competitive analysis of 31 existing SSI solutions with respect to
these requirements. Our competitive analysis upholds the common
consensus about the best SSI solutions: Sovrin, Connect.me, uPort,
and ShoCard cover most of the requirements. We also add Jolo-
com and LifeID to this list. Furthermore, our work confirms that
existing blockchain-based SSI solutions surpass non-blockchain
counterparts. We observed that backup and recovery are the least
supported non-functional requirements across all commercial SSI
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Table 2: The comparison of SSI solutions based on NFR. Horizontal lines

added to improve table readability.
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KYC Chain/SelfKey v v v v v P Vv Vv Vv Vv Vv Vv Vv V Vv Vv V27 v v X Charge for using some of the services
LifeID v v Vv v v v v P Vv Vv VvV Vv Vv Vv VvV V2 v v v Free
OSMA X v v ox ? x P P Vv v v v Vv Vv Vv VvV P nla nla x V Free
PDS v v v Vv nla v v Vv Vv P V P v. P P Vv V nfa nfa ? Vv ?
Peer Mountain P v Vv Vv nla v Vv Vv Vv ? V nla v v P Vv Vv V v ? v Free for individuals
reclaimID ? v v v v Vv v v ?r v v v ?r v v v ? v oV v
Rem (by World Data) ? v v v v v v v v v v v v v v v ? ? v Paid
SelfKey v vV v v v v v v v v v Vv Vv v v ? v v Paid
Shocard v Vv v Vv nla v v Vv Vv Vv V Vv Vv Vv VvV vV Vv Vv ? v v Paid
Sora v v v v v v v v x v Y v v v v v ? ? X v Free for school
Sovrin X v x p v Vv Vv Vv VvV VvV VvV vV VvV VvV VvV VvV OV x P2
Trinsic (Based on Aries) X v x p v v Vv Vv Vv Vv Vv Y v v Vv v v Y v x Vv Free
uPort v v v v v v v v v vP Vv VvV Vv Vv Vv VY Vv v Vv Pad

solutions. Our comparative study provides a summary of where
SSI solutions stand today and underscores the gaps in the current
state of the art, empowering developers and researchers in building
better identity management solutions that protect user privacy,
manage risk, and enhance trust and security.
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