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ABSTRACT
This paper presents a novel research model of identity and the
use of this model to answer some interesting research questions.
Information travels in the cyber world, not only bringing us conve-
nience and prosperity but also jeopardy. Protecting this information
has been a commonly discussed issue in recent years. One type of
this information is Personally Identifiable Information (PII), often
used to perform personal authentication. People often give PIIs
to organizations, e.g., when applying for a new job or filling out
a new application on a website. While the use of such PII might
be necessary for authentication, giving PII increases the risk of its
exposure to criminals. We introduce two innovative approaches
based on our model of identity to help evaluate and find an optimal
set of PIIs that satisfy authentication purposes but minimize risk of
exposure. Our model paves the way for more informed selection
of PIIs by organizations that collect them as well as by users who
offer PIIs to these organizations.
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1 INTRODUCTION
Identity authentication has been an integral part of network se-
curity to ensure and improve the security of services in the cyber
world. Authentication, however, often requires the collection of
personally identifiable information (PII), which increases the risk
of PII exposure to identity theft and fraud criminals.

With the concept of “Smart City” growing rapidly, the relation-
ship between people’s PII and devices has become blissfully tight [4].
It is not an uncommon scene that our personally identity attributes
are being collected dynamically and transmitted in today’s Internet
of Things society. Medical and sport devices are collecting our body
temperature and heart rate. Vehicles and footbridges are recording
our GPS history. Identity attributes are being collected anytime
and anywhere. The diversification of PII collection, however, has
opened new gateways for identity fraudsters.

In 2017, the number of identity fraud victims increased by 8%
rising to 16.7 million U.S. consumers. Fraudsters stole from 1.3 mil-
lion more victims in 2017 stealing $16.8 billion from U.S. consumers
[8]. More comprehensive and efficacious methods and analyses are
needed in order to prevent identity attributes from being compro-
mised. Breaches often occur in unexpected places. Identity informa-
tion travels in the cyber world through the Internet and eventually,
a person’s PII could flow to someone’s devices and end up at an
organization. A security incident at that organization may expose
personal information that belongs to a large number of people and

result in monetary loss [4]. Analyzing the relationships between
people, devices, and organizations—through which PII flows—is
fundamental in order to prevent fraudulent activities and enhance
privacy in the Internet of Things society.

In addition to analyzing the relationships between people, de-
vices, and organizations to minimize risk of exposure, we discuss
methods to tailor the set of PIIs an organization collects to minimize
the risk of exposure but at the same time achieve the same level of
authentication strength. People often give personal information to
organizations, for example through online forms. The purpose of
providing identity attributes can vary, but is often authentication.
The research question we seek to answer is that “Can we find a set
of identity attributes that minimizes the risk of exposure but at the
same time maximizes the authentication strength?”

To answer this question, we provide two novel approaches. The
first approach is static, i.e., it only considers static relationships
between PIIs. The UT CID Identity Ecosystem [4, 13] developed
at the Center for Identity (CID) at the University of Texas (UT)
at Austin has constructed a graph-based model of people, devices,
and organizations. It provides a framework for understanding the
value, risk and mutual relationships of identifiable information at-
tributes. Every attribute is modeled as a graph node which has sev-
eral properties, while the relationships between identity attributes
are modeled as edges. We take two of node properties, uniqueness
and risk, into account in our first approach. The next approach
is a dynamic method. The Ecosystem tool, in its present form, is
capable of using Bayesian inference to perform three chief kinds of
analyses: 1) analyzing the risk of exposure, 2) inferring the most
likely source of a breach, and 3) calculating the expected cost of at-
tributes. We are utilizing the underlying formulae of these analyses
to answer our question in this research. Finally, we perform experi-
ments and discuss the general identity model in Ecosystem and the
identity set required in specific user cases. The remainder of this
article is structured as follows. Section 2 presents the related work
of privacy, authentication, and identity in the Internet of Things
(IoT). Section 3 provides a brief description of our methodology.
Section 4 includes a comprehensive analysis for evaluation. Section
5 concludes our research and gives insights for future works.

2 RELATEDWORK
2.1 Privacy
Security and privacy issues are major obstacles to the implemen-
tation of the Internet of Things. Some researchers have addressed
these issues and suggested various security and privacy measures
[10][1]. Weber [11] has mentioned that the main challenge for pri-
vacy in the context of IoT remains the management of the vast
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Figure 1: A snapshot showing the identity attribute graph in
the Ecosystem.

amount of data collected. Concerns are raised over access of per-
sonally identifiable information (PII) pertaining to IoT devices and
organizations. It will be something entirely different for a connected
set of organizations and machines to have access to and to utilize in-
formation about the environment in which one behaves and exists
[12].

2.2 Authentication
There is much research done in the area of securing IoT. Identity
authentication has been considered one of the main issues in the IoT
world. Mahalle et al. [6] presented an efficient and secure integrated
authentication and access control protocol. They also presented a
mutual authentication protocol that they integrated with novel and
secure approaches for access control in IoT.

Most of the IoT products available in the market are incapable of
securing identities and hence lead to various identity breaches. Jan
et al. [5] proposed a lightweight secure authentication algorithm
that verifies the identities of the clients and servers participating in
the network. However, no secure solution in the world can combat
all types of attacks. That is one reason why our research aims to
reduce the probability of being attacked by tailoring the set of PIIs
one gives away.

Figure 2: A snapshot showing identity attributeswith utiliza-
tion of property filters.

The existing security solutionsmainly provide security approaches
for a general IoT, and there is little authentication scheme partic-
ularly designed for the U2IoT architecture (i.e., unit IoT and ubiq-
uitous IoT). In 2015, Ning et al. [7] proposed an aggregated-proof
based hierarchical authentication scheme for the U2IoT architecture,
establishing trust relationships via the lightweight mechanisms, and
applying dynamically hashed values to achieve session freshness.

3 METHODOLOGY
In this section, we seek to answer the question “For a given number
of identity attributes, what is the optimal set of PII to maximize
authentication strength while minimizing the risk of exposure?”
We came up with two different solutions based on how we extract
required information from the Ecosystem probabilistic model and
how we interpret that information.

3.1 The Identity Ecosystem
Before we start going through our approaches, we provide a high
level introduction to our Identity Ecosystem first. We have designed
and implemented the Identity Ecosystem at the Center for Identity
at the University of Texas at Austin as a valuable tool that models
identity relationships, analyzes identity frauds and breaches, and
answers several questions about identity management. It stores
known data about identity attributes in a probabilistic model, and
performs Bayesian Network-based inference to calculate the pos-
terior effects on each attribute. It presents identity attributes as
nodes and various types of connections between nodes as edges.
Each node has its own properties such as type of node, risk of ex-
posure, and intrinsic monetary value. Figure 1 shows the typical
set of identities for people, devices, and organizations. Nodes for
people are colored in orange, nodes for devices are colored in blue,
and nodes for organizations are colored in green. The Ecosystem
Graphical User Interface (GUI) can color and size attribute nodes
based on various properties. In Figure 2 nodes are colored based on
their risk of exposure and are sized based on their value.

So far the Ecosystem is capable of answering three questions
relevant to the overall risk and liability of any person in terms of
managing identity attributes. We do not model a specific person’s
identity graph because we want to have a more generic and com-
prehensive analysis for the universal relationships of identities and
miscellaneous risks for identity management. The first question
Ecosystem can answer is “When a set of attributes is exposed, how
does it affect the risk of other attributes being exposed?” For in-
stance, if the SSN of an individual is compromised, what are the
most risky node items that fraudsters might try to obtain after that?
Multiple attributes can be selected as evidence (i.e., exposed PII) at
the same time. It also shows potential loss after such a breach. The
next question Ecosystem can answer is “If a set of attribute have
been exposed, what was the most likely origin of the breach?” If an
individual finds out that his or her health insurance records have
been compromised, the Ecosystem can help to detect the most prob-
able origin of breach. The last question Ecosystem can answer is
“What is the total cost of an attribute being exposed?”Wewould like
to find out how an attribute’s exposure increases the risk of other
attributes’ getting exposed, so that an attribute incurs not only its
own intrinsic cost, but also some expected costs downstream.
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Figure 3: An illustration for ancestors and descendants.

We represent the Identity Ecosystem as a graph G (V ,E) consist-
ing of N attributes A1, ...,AN and a set of directed edges as a tuple
ei j =< i, j > where Ai is the originating node and Aj is the target
node such that 1 ≤ i, j ≤ N . Each edge ei j represents a possible
path by which Aj can be breached given that Ai is breached.

3.2 Static Approach
Our first solution is a static approach. We have defined a person’s
identity as a set of informational data that are linked to a person.
Each such piece of information is called an attribute. Attributes can
be classified in many ways depending on their properties, such as
whether or not an attribute is widely used, how accurately it can
be verified, etc. Among several different properties for attributes
we have defined, we are using Risk and Uniqueness for our first
solution. We identified the definition and the measurement of Risk
and Uniqueness as follows:

• Risk (shows the risk of exposure): Low, Medium, High.
• Uniqueness (shows how unique the PII is for the individuals
who have it): Individual, Small Group, Large Group.

The uniqueness of an identity determines the strength of the iden-
tity [3]. By referring to the Bayesian Network Model in the Ecosys-
tem, we could obtain the uniqueness of each PII attributes. A strong
identifier uniquely identifies an individual in a population, whereas
a weak identifier can be applied to many individuals in a population
[2]. Thus, we assign a score to each attribute based on their level
of uniqueness. The stronger its uniqueness is, the higher score it
obtains. We assign 2 points to attributes with uniqueness level of
“Individual”. We assign 1 point to “Small Group” and 0 point to
“Large Group”. To minimize exposure, we tend to choose attributes
with lower risk. Accordingly, we assign 2 points to attributes with
risk level of “Low”, 1 point to level of “Medium”, and 0 point to level
of “High”.

A total score of the combination of risk and uniqueness can be
computed as

S = αU + βE

, where U is the score of uniqueness and E is the score of risk. Given
n identity attributes A1, ...,An , let Si be the total score of Ai such
that 1 ≤ i ≤ n. Sort these n attributes according to S in descending
order. The sorted list is what we want.

3.3 Dynamic Approach
Our second solution is a dynamic approach. Different from the
first approach where we utilized identity attributes’ intrinsic prop-
erties, we are using Bayesian inference to perform our second
solution. Each attribute Ai is labeled with a Boolean random vari-
able, denoted D (Ai ), which is true if the attribute has been ex-
posed/breached and f alse otherwise. Each attribute has a prior
probability P (Ai ) of it getting exposed on its own. Given a tar-
get node, by combining these two variables, we try to calculate
the accessibility of each ancestor point to the target point and the
influence of each target point for each descendant point. Finally,
combine these two data to sort all the points for analysis. Next we
briefly talk about our calculation.

First we take ancestors into account. In Figure 3, we can see that
node C is node A’s ancestor, but node B is not. Every ancestor of
nodeA has a path that can lead to nodeA. Let,ANCESTORS (Ai ) be
the set of ancestors ofAi . For every attributeAi , ifAk ∈ ANCESTORS (Ai )
is exposed, we want to know the posterior probabilities for Ai .
We set the exposure evidence values D (Ak ) for each node in the
set ANCESTORS (Ai ) to true , and use Bayesian inference to com-
pute the posterior probabilities P ′(Ai ). Now, given the P ′(Ai ) val-
ues, it is easy to compute the percentage increase in the risk as
(P ′(Ai )−P (Ai )) given thatD (Ak ) = true . Hence, the sum of the per-
centage increase ofAi can be computed asC =

∑
k (P
′(Ai )−P (Ai ))

and we call it the “Accessibility”. We sort these N attributes ac-
cording to their accessibility in ascending order. The low value of
accessibility of one attribute indicates that it is more difficult to get
to this attribute than others. One reason of its low value could be
the small size of the set of its ancestors, which makes it harder to
get to this attribute due to only few entrances. It also makes it more
difficult in the process of getting this attribute and hence makes

Figure 4: Top 10 nodes with the lowest accessibility.

it have stronger strength of authentication. After sorting, we give
Copyright 2018 The University of Texas. Confidential and Proprietary, All Rights Reserved. 3



Table 1: List of top 20 nodes.

Top 20 attributes with static approach
AutomobileLocator BankAccount BloodSample BloodType
CertificateUSCitizenship EmailAccount MedicaidCard MedicalHistory
MedicareCard MilitaryId MilitaryServiceRecord OtherPassport
PrescriptionNumber ProfessionalRegNum PublicAssistanceCards SocialNetworkAccount
USPassport UtilityAccounts VehicleLoanNumber Visa

Table 2: List of 8 nodes with 0 point in static approach.

8 attributes with 0 point in static approach
DateofBirth Ethnicity EyeColor Gender
HairColor Weight Height Name

Figure 5: Last 10 nodes with the highest accessibility.

each attribute a score. The former the order of the attribute is, the
higher the score it get.

Next, we consider the descendants. In Figure 3, both node D
and node E are node A’s descendants. So anything that happens
to node A would also has some influence on node D and node
E. Let, DESCENDANTS (Ai ) be the set of descendants of Ai and
attribute in DESCENDANTS (Ai ) be Ak . We set the exposure ev-
idence values D (Ai ) for the nodes in the given set to true . We
compute the posterior probabilities P ′(Ak ) for each attribute Ak ∈
DESCENDANTS (Ai ). Now, given the P ′(Ak ) values, it is easy to
compute the percentage increase in the risk as (P ′(Ak ) − P (Ak ))
when Ai is exposed. Thus, the total increase of the descendants set
DESCENDANTS (Ai ) is E =

∑
k (P
′(Ak ) − P (Ak )) and we call it

the “Post Effect”. We sort these N attributes according to post effect
values in ascending order. The low value of post effect indicates its
low risk of exposure. Instead of only taking one attribute Ai into
account, we seek to analyze how it will effect all its descendants
and choose the one that minimize the impact. After sorting, we
give each attribute a score. The former the order of the attribute is,
the higher the score it gets.

Figure 6: Top 10 nodes with the lowest post effect.

Figure 7: Last 10 nodes with the highest post effect.

The total score of accessibility and post effect can be computed
as

S = αA + βP

4Copyright 2018 The University of Texas. Confidential and Proprietary, All Rights Reserved.



Figure 8: The scatter diagram with vertical axis as Accessi-
bility and horizontal axis as number of ancestors.

, where A is the score of accessibility and P is the score of post
effect. Sort these n attributes according to S in descending order.
The sorted list of attributes is what we want.

4 EMPIRICAL STUDY
In this section, we introduce how we get and extract the resource
data. Then we show our results and discussion with graphics and
tables coming together.

4.1 ITAP Data
The Identity Ecosystem takes ITAP’s output as its input. Identity
Threat Assessment and Prediction (ITAP) is a risk assessment tool
that increases fundamental understanding of identity theft pro-
cesses and patterns of threats and vulnerabilities. ITAP captures
andmodels instances of identity crime from a variety of sources, and
then aggregates this data to analyze and describe identity vulnera-
bilities, the value of identity attributes, and their risk of exposure.
Through the raw data collected from news stories and other sources,
ITAP aims to determine the methods and resources actually used
to carry out identity crimes; the vulnerabilities that were exploited;
as well as the consequences of these incidents for the individual
victims, for the organizations affected, and for the perpetrators
themselves.

The ITAP database is a large, structured, and continually growing
repository of such information, with approximately more than 5,000
incidents captured in themodel to date. The cases analyzed occurred
between 2000 and 2017. The version of data set we are using is 2017
version and it was extracted in May, 2018 [9].

4.2 Results
In this section, we are going to demonstrate all statistic results and
we will discuss what insights these numbers give us in the next
section. In order to compare our two methods, we are going to
see how much information we can derive from the result of two
different approaches. There are more than 500 identity nodes in
the ITAP data set so far. We first applied the static approach on our
ITAP data. By doing so, the maximum point should be 4 points. The
mean of the score of this data set is 2.358 points which is only 58.9%
of the maximum points. We have listed the top 20 nodes in table 1.

Figure 9: The scatter diagramwith vertical axis as Post Effect
and horizontal axis as number of descendants.

Every node in this table gains 4 points which is the highest score
in the data set. We have also listed nodes that gain no points after
applying the static approach in table 2. These nodes have lower
uniqueness and at the same time higher risk of exposure.

Not only have we studied our own data, but we also have fo-
cused on user cases. For instances, what identity attribute set is
required when applying for Naturalization at U.S. Citizenship and
Immigration Services (USCIS)? Required identities in N-400 form1

are shown in table 3. The mean of the score of this data set is 1.519
points which is 37.9% of the maximum points and it is 64.4% of the
whole data set score.

We also applied our dynamic approach on our ITAP data set.
Here we do not show the score of each identity node but we show
the actual accessibility result. Figure 4 shows the top 10 identity
attributes with the lowest accessibility. These nodes are much more
difficult to access in the Identity Ecosystem graph. Figure 5 shows
the last 10 identity attributes with the highest accessibility. These
nodes are the 10 easiest identities for fraudsters to access. The
mean of Accessibility is 107.17%. Figure 6 shows the top 10 identity
attributes with the lowest post effect. These nodes have the lowest
impact on other attributes when they are breached. Figure 7 shows
the last 10 identity attributes with the highest post effect. These
nodes have the largest impact on other nodes which might cause a
large amount of monetary loss. The mean of Post Effect is 471.02%.
Combining these two properties together, we show the top 12 nodes
that minimize the risk and maximize the authentication strength
in table 4.

Same as above, we applied the dynamic approach on the USCIS
naturalization data set. Here we also show the actual value of Ac-
cessibility and Post Effect rather then showing the rank score of
the whole data set since we think they give more insight than the
rank score can provide. The mean Accessibility is 126.08%, which
is 17.65% more than the ITAP data set. The mean Post Effect is
501.49%, which is 6.4% more than the ITAP data set. All the above
results are shown in Table 5.

1“U.S. Citizenship and Immigration Services”, https://www.uscis.gov/ (accessed
May, 2018).
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Table 3: List of identity attributes in N-400 form.

Data set required at USCIS
1. MilitaryId 2. MilitaryServiceRecord 3. Email 4. SSN
5. PhoneNumber 6. TravelHistory 7. Fingerprints 8. ParentsName
9. ParentsOccupation 10. SpouseInfo 11. Address 12. BirthCertificate
13. Hometown 14. School 15. Organization 16. Signature
17. Citizenship 18. ZipCode 19. Name 20. DateofBirth
21. Height 22. Weight 23. Gender 24. EyeColor
25. HairColor 26. Ethnicity 27. CrimeHistory 28. Age

Table 4: List of 12 nodes with the highest score.

Top 12 attributes result from the dynamic approach
1. CACCard 2. AirlineTicketBoardingPass 3. FacilityAccessCard 4. ParentsName
5. SocialNetworkId 6. CertificateUSCitizenship 7. TransportationPassTickets 8. SocialSecurityCard
9. LicensePlate 10. Last4digitsofSSN 11. MothersMaidenName 12. Occupation

4.3 Discussion
In the previous experiments we used static and dynamic methods
to find the optimal data set so that it maximizes the privacy and
authentication strength while minimizing the risk of exposure. Here
the coefficients α and β are both set to 1. The static method uses
the intrinsic characteristics of the data set of ITAP to distinguish
between its uniqueness to determine its ability to authenticate and
the basic risk to determine the risk at specific node.

In addition to answering our research questions, the results also
gave us some interesting insights. As mentioned earlier, the overall
average score of the data set is only 2.36, less than 60 percent of the
maximum score. This indicates the incomprehensiveness of identity
attributes nowadays. On the other hand, there still exists some high
uniqueness and low risk nodes. The highest score is 4 points, which
is two plus two. High degree of uniqueness and low risk are already
the best choices for data sets that result in strong authentication
capabilities. From table 1, we know that there are only 20 identity
attributes that can reach full marks, and the proportion is 21% of the
entire set, accounting for about one-fifth of the whole. Biometric
identities like blood sample are included. This type of identity has
a high degree of discrimination and authentication capabilities in
the current cyber world. On the whole, static methods lead us to
the conclusion that it is better to use these identity attributes for
authentication.

For the dynamic method, we utilized the statistical tool Bayesian
Network inference. We first use each node’s ancestors to calculate
each node’s Accessibility. The more difficult to get to this attribute,
the harder it is to obtain in the process. Figure 8 shows the dis-
tribution map of the Accessibility over the number of ancestors.
The result is reasonable. The more the ancestors, the higher the
possibility of a node’s Accessibility. Then we calculate the Post
Effect of each node. It can be seen from the distribution of Figure 9
that the number of descendants is almost proportional to the Post
Effect. If a node has many paths to other nodes, its influence will
also increase.

The final result of combining these two new features is not the
same as the static result. The result is not so intuitive. In Table

4, the first few points have almost no edges, which made them
much higher in the score of accessibility, but this point that has
no incoming edges in Ecosystem graphic model is also our best
node who obtains authentication ability because no path can reach
them, making them the most unique in the graphical structure. On
the other hand, if this kind of node also obtains few out-degree
edges, or few descendants, this node is probably isolated from other
clusters of nodes.

We see another interesting insights in the scatter diagrams.
When we derived the Accessibility and the Post Effect, we thought
that the better the number of them, the better the rank of the node
is. In figure 8, close to the intersection point of 100 for accessibility
and 15 for number of ancestors, there are some nodes with their
accessibility close to the mean of 107% (±10%) with the number of
ancestors between 13 and 20. We look between 13 and 20 because
it is close to the half value of the maximum number of ancestors.
Nodes that possess high ranking in static method such as Student-
LoanNumber, MilitaryId, BloodSample, etc are in this area. Using
the same point of view to observe Figure 9, we can derive some
similar results. The mean Post Effect is 471%. Taking the range of
±10% and the number of descendants 40 to 50 into account, nodes
with high ranking in static methods like MedicareCard, MilitarySer-
viceRecord, StudentLoanNumber, etc are discovered in this area. If
only target on the quantity of the Accessibility and the Post Effect,
the high-ranking nodes should be the in the left-bottom area of the
diagram, but in fact they are around the area we just talked about.
Therefore, identity attributes that retain the better Accessibility or
better Post Effect would not always be the best choice. We need
to take graphic model structures like the number of ancestors and
in/out degree edges which we categorize them as the “physics” of
identity into account. This leaves us more space to investigate and
requires further research in the future.

For the USCIS data set, in static approach, the mean value is 1.52
which is only 37.96% of the maximum score. It indicates that in the
intrinsic characteristic aspect, this data set needs more improve-
ment, which means the identities required in N-400 form are not
that appropriate and need to be modified. In dynamic approach, the

6Copyright 2018 The University of Texas. Confidential and Proprietary, All Rights Reserved.



Table 5: Statistic results for both approaches.

Statistic results for both approaches
General USCIS Percentage (USCIS/General)

Static 2.358 1.519 64%
Accessibility (mean) 107.17% 126.08% 17%
Post Effect (mean) 471.02% 501.49% 6%

results are different. Its mean value of accessibility is 126.8% which
is 17% higher than the average value. So there are more identities
that people can easily obtain in process in this data set. The mean
value of post effect is 471%, which is only 6% higher than the aver-
age value. So the expected loss in applying for the N-400 form is
nearly the same as general loss in the society.

The current limit for static approach is essentially the degree of
leveling properties. ITAP currently only allows these two charac-
teristics to be divided into three levels so that these nodes currently
cannot have a more detailed distribution of results. The limitation
of the dynamic method is that it is calculated using statistical tools.
However, the number of identity attributes we have is not enough.
At the same time, we have not assigned enough edges between
those nodes. If the number of nodes is not enough, it will be less
complete in the result.

5 CONCLUSION
In this paper, we try to find out ways to determine when given a set
of PII, how to identify its authentication capabilities and risks, and
simultaneously can we find an alternative or optimal set to replace
it. We provide static and dynamic approaches. The static method
uses the intrinsic properties of the data set of ITAP to determine its
authentication strength based on its uniqueness and to determine
its privacy level based on its prior risk. The dynamic method uses
the statistical tool Bayesian Network model to help with analysis.
For a specific node, we first find out all its ancestors. Then we make
every ancestor breached to calculate the sum of the percentage
increases on this node and we call this value the Accessibility. Next,
we calculate the post effect of this node to see when this node is
breached, and what the impact is on the overall descendants. When
giving away an identity with high Post Effect, the impact on the
individual person is also going to be high with respect to monetary
loss. So using this kind of attributes for identity certification will
reduce our privacy and safety.

We use the data set collected from ITAP for experiments. The
static and dynamic methods give us different but meaningful results.
Static method allows us to distinguish from the essence that it is
better to use these points for authentication. The result is more in-
tuitive. The results obtained by the dynamic method which is based
on the probability tool reflect the particular role of the specific node
in the structure of the Ecosystem graphical model. The lower the
accessibility, the lower number of its in-degree edges, concurrently
the number of ancestors may still be many. The lower the Post
effect, the lower the number of out-degree edges, meanwhile the
number of descendants may still be many. We also use the identity
set required in the N-400 form used for naturalization on the USCIS
website to determine the risk of this data set and the effectiveness
of the validation based its overall score.

As the ITAP project continues collecting data, theories and tech-
nologies developed in or from this research can be customized along
the way to minimize our identities’ risk of exposure and maximize
the privacy and authentication strength in nowadays Internet of
Things society.
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